3apeructpupoBano B Muntocte Poccun 31 mast 2013 r. N 28608

OEJEPAJIBHASA CHAY/XKBA 110 TEXHUYECKOMY U
IKCITIOPTHOMY KOHTPOJIIO

ITPUKA3
or 11 ¢pespans 2013 r. N 17

OB YTBEPKJIEHUU TPEBOBAHUIA O 3ALLIUTE
WH®OPMALIUU, HE COCTABJISIIOLLIENA
TOCYJAPCTBEHHYIO TAVHY, COJIEPKAIIEICS B
TOCYJAPCTBEHHBIX UH®OPMALIMOHHBIX
CUCTEMAX

(B pen. [Tpukazo ®CTOK PO ot 15.02.2017 N 27, ot 28.05.2019 N 106, ot 28.08.2024 N 159)

B cooTtBercTBHM ¢ "acThio 5 crathu 16 deaepansHoro 3akona oT 27 uronst 2006 r. N 149-d3 "O6
nHpopManuu, WHPOPMAIMOHHBIX TeXHOJOTHSIX U o 3amure wuHbopMmanuu" (CobOpanue
3akoHonarenbeTBa Poccniickoit @enepanun, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15,
ct. 2038; N 30, ct. 4600; 2012, N 31, cr. 4328) u Ilonoxenuem o denepanpHON Ciyx0e 1O
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBepXkIAeHHbIM Yka3oM IlIpesunenta Poccuiickoit
®enepanun ot 16 aBrycra 2004 r. N 1085 (Cobpanne 3akoHomarenscTBa Poccuiickoit deneparum,
2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N 47, cT. 5431; 2012, N 7, ct. 818),

IIPpUKAa3bIBALO:

1. VYTBepmuth mnpuinaraemble TpeOoBaHuss o0 3amuTe HHGOPMALMM, HE COCTaBJISIONIEH
roCy/IapCTBEHHYIO TaliHy, COJIep Kalleiicsl B TOCYAapCTBEHHBIX HH(OPMAIMOHHBIX CUCTEMAX.

2. YCTaHOBUTH, YTO yKa3aHHbIE B MyHKTe 1 HacTosiiero npukaza TpeOGoBaHUs MPUMEHSIOTCS IS
3aIUThl MH(OPMALIMK B TOCYJApPCTBEHHBIX HH(GOPMALIMOHHBIX cucTemMax ¢ 1 centsiops 2013 r.

Jupexmop
DedepanbHotl CIyHcObL NO MEXHULECKOMY
U IKCHOPMHOMY KOHMPO.IO

B. CEJIMH

YTBEPXJ[EHBI
npuxazom @CTIK Poccuu
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om 11 ¢espans 2013 2. N 17

TPEBOBAHUS O 3AIIIUTE UHO®OPMAIIUU, HE
COCTABJISIIOINEN TOCYJIAPCTBEHHYIO TANHY,
COJIEPKAIIEVCS B TOCYJIAPCTBEHHBIX
HH®OPMAIIMOHHBIX CUCTEMAX

(B pen. [IpukazoB ®CTOK PD or 15.02.2017 N 27, ot 28.05.2019 N 106, ot 28.08.2024 N 159)

I. O0mue mosoxxeHus

1. Hacrosimue TpeGoBanust pazpaboTaHbl B COOTBETCTBUM ¢ DenepaibHBIM 3aKOHOM OT 27 WO
2006 r. N 149-®3 "OO6 unbpopMmaiuu, HHPOPMALMOHHBIX TEXHOJOTUSAX U O 3amuTe uHpopmanuu"
(Cobpanue 3akonoaarenbcTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196;
2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328), a Takxke ¢ y4eTOM HallMOHATHHBIX
crannaproB Poccuiickoit ®@enepanuu B oOnactu 3amuThl MHGOpPMALMKU U B OONACTU CO3AAHUS
aBTOMAaTH3UPOBAHHBIX CHCTEM (J[ajiee - HAIIMOHAJbHBIE CTAaHIaPTHI).

2. B [1okymeHTe yCTaHAaBIHMBAIOTCS TpeOOBaHHWS K OOECMEUYEHHUIO0 3aluThl WHOOpMAIUU
OTPaHUYEHHOTO JIOCTyIa, HE COJepKalleil CBENCHHS, COCTaBISIONIAE TOCYIAPCTBEHHYIO TalHY
(manee - mHpOpMAIUsA), OT YTEUKHA MO TEXHWYECKUM KaHajgaM, HECAaHKIMOHHPOBAHHOTO JOCTYIIA,
CHenuagbHbIX BO3JACHCTBUU Ha Takyro HWH(popManuio (HOocHTend HHPOpMANUM) B IEISIX €€
NOOBIBaHUS, YHUYTOXKEHUS, MCKa)KEHHMsI WIM OJIOKMpOBaHMS JIOCTyNa K HeW (nmajee - 3amura
nHpopManuu) pu 00pabOTKe yKazaHHOW WH(OpPMAIMKU B TOCYIAPCTBEHHBIX HH(GOPMAIIMOHHBIX
cUCTEeMax.

Hactosimue TpebGoBaHusi MOTYT TNpPUMEHSTHCS M 3alIUThl  OOLIEAOCTYNMHON HH(OPMAIIHH,
coJiepKalieiicss B TOCYIapCTBEHHBIX HWH(GOPMALMOHHBIX CHUCTEMaX, JUIsl JOCTHKEHHS LeJei,
yKa3aHHBIX B TyHKTax 1 1 3 yactu 1 crathu 16 @enepanpHoro 3akona ot 27 urosst 2006 r. N 149-D3
"O6 undopmanuu, HHGOPMAITMOHHBIX TEXHOJIOTHAX M O 3aIuTe uHpopmanuu".

B nokymeHnTe He paccMaTpUBarOTCsl TPEOOBAHUS O 3alIUTe HH(POPMAIUH, CBSI3aHHBIE C TPUMEHECHHEM
KpUNITOTPaPUIECKUX METOJIOB 3allUThl WHPOpPMAaUK U MHU(POBAIBHBIX (KpUNTOTrpadUUECKUX)
CpE/CTB 3alIUThl HH()OPMAIHH.

3. Hacrosmme TpeOGoBaHus SBISIOTCS O0O0s3aTeNbHBIME IPU  00paboTkKe HHPOpMAUM B
rOCyJapCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMAaX, (DYHKIIMOHHUPYIOUIUX Ha TeppUTOpun Poccuiickoii
denepanyu, a TAKKEe B MyHUITUIATBHBIX HHPOPMAIIMOHHBIX CUCTEMaX, €CIIM HHOE HE YCTAHOBIICHO
3aKOHOJIATeILCTBOM Poccuiickoit depepanny 0 MECTHOM CaMOYIIPABIICHHUH.

Hacrosimue TpeboBanust He pacrpoCTpaHsSIOTCS Ha TOCyIapCTBEHHbIE HHGOPMAIMOHHBIE CHCTEMBI
Anvmunuctpanuun llpesunenra Poccuiickoii @enepaunn, Cosera besomacHoctn Poccuiickoit
Oenepannn, DenepansHoro CobOpanusi Poccuiickoit ®enepanun, [IpaBurensctBa Poccuiickoit
®enepaunn, Koncrutynmonnoro Cyna Poccuiickoit @enepanuu, Bepxosnoro Cyna Poccuiickoit
Oenepann u DenepanbHOl ciy)0bl Oe3omacHocTH Poccuiickoit denepanuu. (B pen. [Ipukaza
®OCTOK PO ot 15.02.2017 N 27)

4, Hacrosmue TpeGOBaHI/IH NpeaHa3sHAYCHbI  UIA o6na;[aTeneI71 I/IH(pOpMaI_[I/II/I, 3aKa34MKOB,
3aKIIIOYMUBIINX POCY,Z[apCTBCHHBIf/'I KOHTPAKT Ha CO3daHHC I‘OC}’,Z[&pCTBCHHOfI HH(I)OpMaHHOHHOﬁ
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CUCTEMBI (JjaJiee - 3aKa34MKH) U ONEPaTOPOB FOCYAAPCTBEHHBIX WH(OPMAIIMOHHBIX CUCTEM (J1ayiee -
OTIEPATOPHI).

JIuo, oOpabatbiBaromee HHGOPMAIHIO, SBISIOUIYIOCS TOCYIapCTBEHHBIM HH(POPMAUOHHBIM
pecypcoM, mO mopydeHuto oOnanatens uHpopManuu (3aKa3zdyWka) WIH omneparopa U (Win)
MPEJOCTABIIAIONIEE UM BBIUMCIUTEIBHBIE PECYpChl (MOIIHOCTH) sl 00paboTku mHpopManuu Ha
OCHOBAHMHU 3aKIIOYEHHOTO JIOTOBOpa (Hajee - YIOJIHOMOYEHHOE JIUIO), 00ECHEeunBaeT 3aIlUuTy
nHbOpMAIMA B COOTBETCTBHH C 3aKOHOJAaTeldbcTBOM Poccuiickort ®dexepannu 06 mHpOpMarmm,
WHGOPMAIMOHHBIX TEXHOJOTHAX M O 3ammre wuHopMmamuu. B moroBope 1omkHA OBITh
MpeIyCMOTPeHa OOS3aHHOCTh YIOJHOMOYEHHOTO JHMIla OOeCrednMBarTh 3aluTy HHPOPMAIHH,
SIBJISIOILENCS TOCY/IapCTBEHHBIM HH(OPMALIMOHHBIM PECYPCOM, B COOTBETCTBMU C HACTOSILIUMU
TpeGoBanusimu.

5. Ilpu oOpaboTke B rocymapCTBEHHOW WH(GOPMAIMOHHOW cucTeMe WH(MOpMAIUH, COJepKallen
NepPCOHANBHBIE JJAHHBIC, HACTOSIHE TpeOOBaHUs TPUMEHSIOTCS HApSIy ¢ TPEOOBAHUSIMH K 3aIIUTE
MIEPCOHATBHBIX TAaHHBIX TPH UX 00paboTKe B MHOOPMAIIMOHHBIX CHCTEMAax MEPCOHATBHBIX JTaHHBIX,
YTBEpKIAEHHBIX MocTaHoBiIeHueM [IpaBurtennctBa Poccuiickoit @enepanuu ot 1 Hos10ps 2012 r. N
1119 (Cobpanue 3akononatenscTBa Poccuiickoit @enepanuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto obmamarens nHpopManuu (3aKazuuka) WIA omnepaTopa Hactosue TpeGoBaHUS
MOTYT TIPUMEHATbCA JJs 3allldThl HMHQOpMAlMM, coJepXkalleldcs B HErocyJapCTBEHHBIX
MH(OPMALMOHHBIX CHCTEMAX.

7. 3amuTa wHbOPMAITUH, COJIEpKAIECs B TOCYIapCTBEHHOM MH(POPMAIIMOHHOHN cUcTeMe (j1aree -
nH(popMallMOHHAs cucTema), oOecreyrBaeTcsl IMyTeM BBINOJHEHUs oOsanarteneM HH(oOpManuu
(3akazumkoM) © (WIM) omeparopoM TpeOOBaHMM K OpraHu3ali 3alluThl  HUHGOPMAIIHH,
cojepxarieiicss B MHPOpMAIMOHHOW cHUcTeMe, W TPeOOBaHWI K MepaM 3aluThl WH(POpMaIWH,
cojiepxarteicst B uH(popMarmoHHOW CHCTEME.

II. TpeOoBaHus K OpraHM3anuy 3aIMThHI HHGOPMaIIMU, COAEeP KaAIEeHCH
B HH(POPMALMOHHOM cCUCTEMe

8. B mH(popmaImoHHO#H crcTeMe 00BEKTaMHU 3alMTHI SIBISIOTCS WH(POPMAIHUs, COICpKaIIascCs B
WHPOPMAIIMOHHON CUCTEME, TEXHUYECKHE CpelcTBa (B TOM YHCIE CPEACTBA BBIYHUCIHTEIBHOM
TEXHUKH, MAIUHHBIC HOCHTEIH WH(POPMAIIUU, CPEICTBA M CHUCTEMBI CBSI3U W IEpeladd JIaHHBIX,
TeXHUYECKHE CpeacTBa 00paboTKM OyKBEHHO-IM(POBOH, Tpaduueckoi, BHUIACO- U PEUCBOU
uHpopMmanuu), OOIIECUCTEMHOE, MPUKIAIHOE, CICHUAIBHOE NPOrpaMMHOE  OOecrieueHue,
WH(POPMAIIMOHHBIC TEXHOJIOTUH, & TAKXKE CPEJICTBA 3aIUTHl HHPOPMAITUH.

9. Jlns obGecrieueHus 3amuThl HH(QOpMAIMH, CcoJEpKamieics B WH(OOPMAIMOHHOW CHCTEME,
OTepaTOpOM Ha3HAYAETCS CTPYKTYPHOE TMOJpa3leieHue WIH JOJDKHOCTHOE JHIO (pabOTHUK),
OTBETCTBEHHBIC 32 3AIIUTY UHPOPMAIIHH.

10. JIns mnpoBeneHus paboT Mo 3amuTe HHPOPMALMM B XOJ€ CO3/JaHUS M SKCIUTyaTalluu
uHGOpPMALIMOHHOM cucTeMbl oOsagareneM uHpopMalMu (3aKa3yMKOM) U ONEpaTopoM B
COOTBETCTBUH C 3aKOHOaTeNbCTBOM Poccuiickoit denepannn npu HEOOXOJUMOCTH IPUBJIEKAIOTCS
OpraHu3aluM, UMEIOIINE JIMLEH3UI0 Ha IeSTebHOCTh M0 TEXHUUYECKON 3aluTe KOHQUASHIIMaTbHON
uHpopmanuu B cooTBeTcTBUU ¢ DeaepanbHbiM 3akoHOM 0T 4 wmasg 2011 r. N 99-@3 "O
JMIIEH3UPOBAHUU OTAEIbHBIX BHUJOB JestenbHocTH" (CoOpaHue 3akoHoJarenbcTBa Poccuiickoit
®epnepauun, 2011, N 19, ct. 2716; N 30, cT. 4590; N 43, ct. 5971; N 48, c1. 6728; 2012, N 26, CT.
3446; N 31, ct. 4322; 2013, N 9, ct. 874).



https://normativ.kontur.ru/document?moduleid=1&documentid=205817#l46
https://normativ.kontur.ru/document?moduleid=1&documentid=466227#l0

11. JIns oOecrmeueHus: 3ammuThl WHDOpMANMU, coiepxkamielcs B HHPOPMAIMOHHON CHCTEME,
MPUMEHSIOTCSl CPEACTBA 3alIUThl MH(POPMALMH, MPOLISAIINE OICHKY COOTBETCTBUS B (opme
00s13aTeNIbHOM cepTH(UKALNU HA COOTBETCTBHE TPEOOBAHUSAM IO OE30MacHOCTH HH(oOpManuu B
COOTBETCTBUHU CO cTaThei S DenepanbHoro 3akona ot 27 nexadps 2002 r. N 184-D3 "O TexHHUECKOM
perynupoBanun" (CobOpanue 3akoHonatenbctBa Poccuiickoit ®enepaunn, 2002, N 52, cr. 5140;
2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, cT. 3616; 2009, N 29, c1. 3626; N 48, c1. 5711;
2010,N 1, ct. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, ct. 4322; 2012, N
50, cT. 6959).

12. 3ammra wHQOpMaIMH, coAcpXkalielcs B HHOOPMAIMOHHOW CHCTEME, SIBISICTCS COCTAaBHOM
9acThIO pabOT MO CO3AHUIO M HKCIUTyaTallni HHPOPMAIITMOHHOW CHCTEMBI K 00ECIIEYNBACTCS Ha BCEX
CTaausx (3Tanax) ee co3/aHus, B X0/1€ 3KCIUTyaTallul U BbIBOJA U3 DKCILIyaTalluy MyTeM MPUHATUS
OpPraHM3aI[MOHHBIX U TEXHUYECKUX MEp 3aIlUThl MH(OpMAalUM, HANPaBJICHHBIX Ha OJIOKMpOBaHHE
(HerTpanuzaiuoo) yrpo3 0e30MmacHOCTH HHpoOpMaluu B WH(OPMAIMOHHOW CHUCTEME, B paMKax
CUCTEMbI (MOACHCTEMBI) 3alUThl MHGOpMAUU HHPOPMAIMOHHOM CHUCTEMBbI (lajee - cucTema
3amuThl “HPopManuu HHGOopMaMOHHON cucteMsl). (B pea. [Ipukaza ®CTIK PD ot 15.02.2017 N
27)

OpraHuzalvoHHbIE M TEXHUYECKUE MEPbI 3aIlIUThl MHPOPMAIINH, PeaTu3yeMble B paMKaX CHCTEMBbI
3amuThl HHGOPMAIHK HHPOPMAITMOHHOM CHCTEMBI, B 3aBUCUMOCTH OT HH(POPMAIUH, COTEpKaIehcs
B UH(OPMAIIMOHHOM cucTeme, 1eseit co3ganusi ”HPOPMaIMOHHOM CUCTEMBI U 3aj]ay, pelliaeMbIX 3TOM
MH(OPMALIMOHHON CUCTEMOM, JOJDKHBI ObITh HAIIPaBJIEHbl HAa UCKITIOUYEHUE:

HEMPaBOMEPHBIX JOCTYIA, KOMUPOBAHHUS, MPEIOCTABICHUS WM PACIPOCTPaHEHUs] HHPOpPMAIUU
(obecreuenre KOHPUIACHIIMATBHOCTH HHOOPMAITUH);

HEMPaBOMEPHBIX YHUYTOXKCHUS WM MOIUGUIIMPOBAHUS MHPOpMAIUK (0OSCTICUCHHE TICIIOCTHOCTH
nHpopMaIun);

HEeMpaBOMEPHOTO OJI0OKMpoBaHUs HHPopMaluu (o0ecredeHre J0CTYITHOCTH HHPOPMAIIHH ).

13. Jns obGecnedenus 3amuThl WH(POpMAIUW, coneprkamieiics B WHOOPMAIMOHHOW CHCTEME,
MIPOBOATCS CICAYIOIINE MEPOTIPUSTHA:

¢dbopmupoBanue TpeOboBaHUII K 3a1uTe HHGOPMAIUH, cofepxalieicss B *HGOPMAITMOHHOM CHCTEME;
pa3paboTKa CUCTEMBbI 3alIUTH HHPOPMAIIUH HH)OPMALIMOHHOM CUCTEMBI;
BHEJIPEHUE CUCTEMBI 3alUThl HHPOPMAIUK HH()OPMAITHOHHON CUCTEMBI;

aTTecTaius HHHOPMAITMOHHON CHCTEMBI TI0 TPEOOBAaHUSM 3aIlIUTHI HHPOPMAITUH (J1ajee - aTTeCTaIUs
MH(POPMAITMOHHOW CHCTEMBI) U BBOJI €€ B JICHCTBUE;

obecneyeHne 3alllMThI I/IH(l)OpMaI_II/II/I B XOZAC OJSKCIUTyaTallunu aTTECTOBAaHHOM I/IH(l)OpMaHHOHHOﬁ
CHUCTCMBI,

obecrneucHue 3alIUThbI HH(bOpMaHHH npu BBIBOJIC nu3 OKCILTyaTalluu aTTECTOBAHHOM
HH(l)OpM&I.[HOHHOfI CUCTCMBbI WJIN TTOCJIC ITPUHATUSA PCUHICHUA 00 OKOHYaHHH 06pa60TKI/I I/IH(i)OpMaI_II/II/I.

d@opMupoBaHe TPeOOBAHMI K 3a1IUTEe MH(OPMAIIUH, COAEPKALEICH
B MH(POPMALMOHHOM CUCTEMe

14. ®opmupoBanue TpeboBaHMI K 3amuTe HHGOpPMAIMHU, cofepkalieiics B MHPOPMALMOHHOM
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CHCTEME, OCYILIECTBIISIETCS 001aaTesieM HH(POPMALUHY (3aKa3UHUKOM).

®opmupoBanue TpebOBaHMUHN K 3alIUTe HHPOPMAIINH, COAEpKaIIelcs B MHPOPMAIIMOHHON cucTeme,
ocymectBisiercs ¢ yusetom [OCT P 51583 "3ammura wundopmauuu. [lopsaox cozmanus
aBTOMATH3UPOBAHHBIX CHCTEM B 3alUIEHHOM ucnoiaHeHuu. O0mue nojoxenus” (nanee - FOCT P
51583) u TOCT P 51624 "3amura uapopmanmi. ABTOMATH3UPOBAHHBIC CUCTEMBI B 3AIUIICHHOM
ucnosiHeHuu. Oomue tpedoBanus" (ganee - 'OCT P 51624) u B TOM uncie BKIIOYAET:

MPUHATHE PEIICHHUSI O HEOOXOIUMOCTH 3alIUThl HHPOPMAIUH, COJIEepKaIIEHCs B MHPOPMALIHO HHOM
CUCTEME;

KJaccu(uKanuo WHPOPMAIMOHHON CHCTEMBI 1O TpeOOBaHUAM 3amuThl MHPOpManuu (ganee -
KJ1accupukanus "HGOPMALMOHHON CUCTEMBI);

omnpejienieHue yrpo3 0e30omnacHoCTH HHGOpMAallUM, peanu3alus KOTOPbIX MOXET IPUBECTH K
HapyIeHnuo 6e30macHOoCTH HHPOpMauK B THHOPMAITMOHHON CUCTEME, U pa3pabOTKy Ha X OCHOBE
MOJENU Yrpo3 0e30MacHOCTH HH(pOpMaLINH;

onpeziesieHne TpeOOBaHUN K CUCTEME 3allUThl HH(pOopMauy HHPOPMALTMOHHON CUCTEMBI.

14.1. Ilpu npuHATHM pelIeHUus O HEOOXOAMMOCTH 3allUThl HWH(OpMalMU, colepKallelcs B
MH(GOPMALMOHHOM CUCTEME, OCYIIECTBISETCS:

aHaJn3 1esed co3gaHusi HHPOPMAIIMOHHOM CHCTEMBI M 3ajjad, pellaeMbIX 3TOW MH()OPMaIMOHHON
CHCTEMOM;

omnpeneneHue nHGopMaIuy, noiexanieid 00padoTke B MHPOPMAITMOHHOW CHCTEME;

AHAJIN3 HOPMATUBHBIX IIPaBOBLIX AKTOB, METOANYCCKUX JOKYMCHTOB M HAIMOHAJIbHBIX CTaHAApPTOB,
KOTOPBIM I0JIDKHAa COOTBETCTBOBATH I/IH(l)OpMaI_II/IOHHaH CUCTEMA,

MIPUHSATHE PEIICHUS 0 HEOOXOAUMOCTH CO3JIaHUSI CUCTEMBI 3aIlUThl HHPOpPMAIMK HHPOPMAILIHOHHON
CUCTEMBI, a TAaKXKe OIpeielIeHHe Leel 1 3a7a4 3auThl HHPOopMaIui B UHOOPMALIMOHHON CHUCTEME,
OCHOBHBIX 3TallOB CO3JJaHMsI CUCTEMBI 3aIUTHI HH(OpMaUu HHOOPMALIMOHHON CUCTEMBI U (DYHKIIUI
1o o0ecreyeHuno 3auThl nHGOopMaluu, coJiepKarieiics B uHGOpPMallMOHHON cucTeMe, o0nagaTens
uHpopmanuu (3aKka3urka), orneparopa v yroJHOMOUYEHHBIX JIULI.

14.2. Knaccudukanuss nHGOPMAIMOHHON CHUCTEMBbI MPOBOJUTCS B 3aBUCHMOCTH OT 3HAYUMOCTH
oOpabaTbiBacMoOil B Hel mHMopmanmu u MacmTadba uHDOpMaMOHHON cucTeMbl ((enepanbHBbIi,
pEeruoHaNIbHBIN, 00BEKTOBBIN).

YcTaHaBIUBarOTCS TPU Kilacca 3allUIIeHHOCTH HHPOPMAITMOHHOM CUCTEMBI, ONIPEIEIISIONINE YPOBHH
3AIIMINCHHOCTH CcoJiepkamielics B Hed uHpopmanuu. Camplii HU3KUH KiIace - TPETHUH, CaMbIA
BBICOKMI - mTepBbId. Kiracc 3ammuimeHHOCTH WHGOPMAIMOHHONW CHCTEMBbI OIpEeAeseTcsS B
cooTBeTcTBUU C mpuiiokeHueM N 1 k Hactosumm TpeboBanusim. (B pea. [Ipukaza ®CTOK PD ot
15.02.2017 N 27)

T'OCT 34.602-89 ommenen. Bzamen nezo ¢ 01.01.2022 geeoden ¢ oeiicmeue 'OCT 34.602-2020.

Knacc 3ammmieHHoctH ompenensercs a8 HMHOOPMAlMOHHOW CHCTEMBI B LEJIOM U, IIpH
HEOOXO/JUMOCTH, Al €€ OTAEIbHBIX CEerMEHTOB (cocTaBHBIX uacTel). TpeOoBaHue k Kiaccy
3alIUIEHHOCTH BKJIIOYAETCsl B TEXHUYECKOE 3a/laHHe Ha CO3/1aHue MH(POPMALMOHHOM CHCTEMBI U
(uM) TeXHMYEeCKoe 3a/aHue (YacTHOE TEXHHYECKOe 3aJlaHhe) Ha CO3JaHMe CHCTEMbI 3alllUThl
uHbopmanuu HMHPOPMAIIMOHHON cucTeMbl, pa3pabateiBaemMble ¢ yuetoM ['OCT 34.602
"UndopmannonHas TexHoiorus. KoMIuiekc CTaHAapToB Ha aBTOMATH3HPOBAHHBIE CHCTEMBI.
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Texnuueckoe 3a7anue Ha co3lanue aBToMatusupoBanHoi cucreMsl” (nanee - 'OCT 34.602), TOCT
P 51583 u'OCT P 51624.

Knacc 3amumeHHOCTH HWH(QOPMALMOHHONW CHUCTEMBI TOMJICKUT MNEPECMOTPY TNPU H3MEHEHUH
Macitaba HHPOPMALMOHHONW CUCTEMBI WIIM 3HAYUMOCTH 00pabaTeiBaeéMoii B Hell HH(pOpMAaILIHH.

Pesynbrath knaccudukanmm HHPOPMAITMOHHOM CUCTEMBI 0(OPMIISIFOTCS aKTOM KJIACCHU(UKAITUH.

Knacc 3amumnierHocTr HHQOPMAIIMOHHON CUCTEMBI, (DYHKIIMOHUPOBAHUE KOTOPOH MPEaIonaraeTcs
Ha 0aze MH(pOPMAIIMOHHO-TEICKOMMYHUKAITMOHHOW HH(PPACTPYKTYpPHI IIEHTpa 0OpabOTKU JaHHBIX,
<I> He mOJKeH OBITh BBINIE Kiacca 3aIIUIICHHOCTH WH(MOPMAIMOHHO-TEIEKOMMYHUKAITMOHHOM
UHpaACTPYKTYphI IIeHTpa 00padboTku AaHHbIX. (B pen. [Ipukaza ®CTIOK PO ot 28.05.2019 N 106)

<1> IlynkTt 5.3 Meroanueckux yKa3aHWH 10 OCYIIECTBIEHHUIO ydeTa MH()OPMAIIMOHHBIX CUCTEM U
KOMIIOHEHTOB ~ MH(OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHOW ~ MHPPACTPYKTYpPbI,  YTBEPKACHHBIX
npukazom MunkomcBsizu Poccun ot 31 mas 2013 1. N 127 (3apeructpupoBan Muntoctom Poccuu 5
HOsi0pss 2013 r., peructpaunoHHsld N 30318), ¢ y4yeToM H3MEHEHMH, BHECEHHBIX MPUKA30M
MunkomcBszu Poccun ot 15 utonst 2016 r. N 266 (3apeructpupoBan Muntocrom Poccun 14 urons
2016 r., peructparmornbiii N 42853). (8 pea. IIpukaza ®CTOK PD ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e3omacHOCTH WH(POpPMAIIUN OTIPENIEISIOTCS 10 Pe3yJbTaTaM OICHKHA BO3MOXHOCTEH
(moTeHmnMana) BHENIHMX W BHYTPEHHHMX HApYIIMTENCH, aHalu3a BO3MOXKHBIX YSI3BUMOCTEH
MH(POPMAITMOHHON CUCTEMBI, BO3MOKHBIX CITOCOO0OB pean3aluu yrpo3 0€30macHOCTH HHPOPMAITHHI
W TIOCIICJICTBUM OT HApyIIEHUS CBOWCTB Oe3omacHocTH wuHGopMarmu (KOH(PHICHIHATBHOCTH,
IIEJIOCTHOCTH, TOCTYIHOCTH). (B pea. [Ipukaza ®CTOK P ot 15.02.2017 N 27)

B xadecTBe MCXOAHBIX JaHHBIX JUIsl OIPEENIeHUs YIpo3 0e30macHOCTH HHPOPMAIUK UCTIOIb3yeTCs
0aHK JaHHBIX yrpo3 6e3omacHocTr uHGopManuu (bdu.fstec.ru), BeaeHne KOTOPOTO OCYIIECTBIISCTCS
OCTIK Poccun B coorBeTcTBHM ¢ moaAnyHKToM 21 myHkTa 8 [Tonoxkenus o @enepanbHOM Ciryxoe 1mo
TEXHUYECKOMY U HKCIIOPTHOMY KOHTpOJIO, YTBepkaeHHoro Ykasom Ilpesumenta Poccuiickoit
®enepanun ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHomarenbcTBa Poccuiickoit deneparum,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct1. 5431; 2012, N 7, cT. 818;
2013, N 26, ct. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, ct. 6041; 2015, N 4, cT. 641; 2016,
N 1, ct. 211) (manee - 6ank gaHHBIX yrpo3 6ezonacHocTy nHpopManuun OCTIK Poccun), a Takxe
MHbIE UCTOYHHUKH, COAEpIKAIUE CBeIeHUSI 00 YSI3BUMOCTSIX M yrpo3ax 0e30MacHOCTH MHPOpMAIUH.
(8B pen. ITpukaza ®CTIK PD ot 15.02.2017 N 27)

[Ipu onpenenenun yrpo3 6e30mnacHocTd HHGOPMALIUK YIUTHIBAIOTCS CTPYKTYPHO-(PYHKIIMOHATbHbBIE
XapaKTePUCTUKN MH(POPMAIIHOHHOM CUCTEMBI, BKIIOUAIOIIUE CTPYKTYPY U COCTaB MHPOPMAITIOHHOM
cCUCTeMbl, (U3UYECKUE, JIOTUYECKUE, (QYHKIIMOHAIbHBIE U TEXHOJIOTUYECKUE B3aMMOCBS3H MEXKIY
CerMEHTaMu HMH(POPMAIIMOHHON CHUCTEMBI, C HWHBIMH HMH()OPMALMOHHBIMU CHUCTEMAaMU U
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH, PEXKUMBI  00paOOTKM HWHGOpPMalUud B
MH(OPMALIMOHHOW CHCTeME M B €€ OTIENbHBIX CETMEHTaX, a Tak)Ke HHBIE XapaKTEePUCTUKU
MH(OPMAIIMOHHONW CHCTEMBI, MpUMEHseMble HH()OPMAIIMOHHBIE TEXHOJIOTUH U OCOOEHHOCTU €€
(YHKIIHOHUPOBAHMSL.

IIpu omnpenenenun yrpo3 Oe3omacHOCTH HHGOpMAIMU B HMH(POPMAIMOHHOM  CHCTEME,
(GyHKIMOHMPOBAaHUE KOTOPOH Mpeanoiaraercs Ha 0aze MHPOPMAaLMOHHO-TEIEKOMMYHUKAIIMOHHOM
UHOPACTPYKTYpbl LEHTpa OOpaOOTKM JaHHBIX, JOJDKHBI YYUTBIBATHCS YIpo3bl 0€30MacHOCTU
uHbOpMalMY, aKTyaJlbHble Ui WH(GOPMAIIMOHHO-TEIEKOMMYHUKALIMOHHON HH(PaCTPYyKTyphl
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HeHtpa oopadotku gaHHbIX. (B pea. [Ipukaza ®CTIK PO ot 28.05.2019 N 106)

[To pe3ynmbraram ompeneneHuss yrpo3 0Oe3omacHOCTH WHGOPMAMM TPU  HEOOXOIUMOCTH
pa3pabaTbIBalOTCs ~ PEKOMEHJAlMM MO0  KOPPEKTHPOBKE  CTPYKTYPHO-(PYHKIMOHAIBHBIX
XapaKTepUCTUK HH(OPMAIMOHHONW CHCTEMBbI, HAIlpaBJICHHbIE HAa OJOKUpOBaHUE (HEUTPATU3AIHIO)
OTIENBHBIX YTPO3 0e30MacCHOCTH WH(POPMAIIHH.

Mogens yrpo3 0Oe3zomacHocTH WHGOpPMANKMK JOJDKHA COJEp)KaTh ONMHCaHUE HWH()OPMAITMOHHON
CHCTEMBl W €€ CTPYKTYpHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHK, a TaKXkKe OIHCaHUEe Yrpo3
0e3omacHOCTH WH(pOpPMAINY, BKJIIOYAIONIEe OIMCAHHE BO3MOXKHOCTEH HapymmTeneid (Moaenb
HaApYIIUTENs ), BO3MOXKHBIX YSA3BUMOCTEH MH()OPMAIIMOHHON CHCTEMBI, CHOCO00B peain3alui yrpo3
0€30MacHOCTH HH(OPMALIMK U TIOCIIEICTBUN OT HapyIIEHUs CBOMCTB 0€3011acCHOCTH MH(pOpPMaLUU.

st onpeneneHus yrpo3 0e30macHOCTH MH(OpMaAIuu U pa3paboTKH MOJAEIH YIpo3 0e30MacHOCTH
nH(pOpMaLUK MPUMEHSIOTCS METOMUECKHUE TOKYMEHTHI, paspaboTaHHble U yrBepxaeHHble DCTOK
Poccun B cootBercTBUM ¢ moanyHkToM 4 myHkta 8 IlosokeHus o denepanbHoil ciyxbe Mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpPOJIIO, YTBEpxkAcHHOro Ykasom lIpesmpenta Poccuiickon
®enepanun ot 16 aBrycta 2004 r. N 1085 (Cobpanue 3akoHomaTenbcTBa Poccuiickoit denepannu,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431, 2012, N 7, ct. 818).

14.4. TpeboBaHus K cucTeMe 3aluThl UHPOpMAMU UHPOPMALIMOHHOW CHCTEMBI OIPENESIOTCS B
3aBHCUMOCTH OT KJacca 3allMIIEHHOCTH WH(GOPMALMOHHON CHCTEMBI U yrpo3 0€30IacCHOCTH
nH(pOpMaLKH, BKIIOYEHHBIX B MOJEIb YIpo3 0€30MacHOCTH HHPOPMAIIUH.

TpeboBanust k cucreme 3amMTHl HHPOpMaMKU HHPOPMAIMOHHON CHUCTEMBI BKJIIOYAIOTCS B
TEXHUYECKOE 3a/laHHe Ha co3JaHue MH()OPMALMOHHOW CUCTEMbl M (WJIM) TEXHUYECKOE 3aJaHHe
(4acTHOE TEXHMUYECKOE 3aJlaHHU€) Ha CO3JaHHE CHCTEMbl 3alUThl MH(POpMauu WHOOPMAITMOHHON
cuctemsl, paspadaTteiBaeMbie ¢ yueroM ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u 10/KHBI B

TOM YHUCJIC COACPIKATh:

1IeTTh W 33J1a4¥ 00eCTiedeHHs 3anuThl HHGOopMaui B HTHHOPMAITHOHHON CUCTEME;
KJIACC 3aIIMIIEHHOCTH HH(POPMAITMOHHON CHCTEMBI;

INEpECUYCHb HOPMATHBHBIX IIPaBOBBIX AaKTOB, METOAWMYCCKHUX OOKYMCHTOB MW HAIWMOHAJIbBHBIX
CTaHAapTOB, KOTOPBIM JOJIKHA COOTBETCTBOBATH I/IH(i)OpMaI_[I/IOHHaH CUCTEMA,

IICPCUCHb 00BEKTOB 3allIUThI HH(i)OpMaHHOHHOﬁ CHUCTCMBI,

TpeOOBaHUsA K MepaM U CpPEICTBaM 3alIMThl MH(OpPMAIMM, MPUMEHSIEMBbIM B HH()OPMAIIOHHON
CHUCTEME;

cTanuu (dTambl paboT) CO3/IaHUs CUCTEMBI 3alUThl UH(pOpMAIIMOHHOW cucTeMbl; (B pen. [Ipukaza
®CTIK PD ot 15.02.2017 N 27)

TpeOOBaHUS K MOCTABISEMbIM TEXHUYECKUM CPEACTBaM, IIPOrpaMMHOMY O0ECIIEUEHHI0, CPeJICTBaM
3amuThl nHGopmarmu; (B pen. [Ipukaza ®CTOK PD ot 15.02.2017 N 27)

GyHKIMHU 3aKa3dydKa M olepaTopa MO 00eCHedeHUI0 3aliuThl MHPOpPMaluu B MH(OPMAILMOHHON
cucteme; (B pea. [Ipukaza ®CTOK PD ot 15.02.2017 N 27)

TpeOOBaHUS K 3aIIUTE CPEJICTB U CUCTEM, 00ECIIeUNBAIOIINX (PYHKIIMOHUPOBAHHE HHPOPMALIMOHHOM
cucteMbl (oOecnieunBaronieit nHPpactpykrype); (B pen. [Ipukaza ®CTOK PO ot 15.02.2017 N 27)

TpC6OBaHI/I${ K 3alIuTe I/IH(I)OpMaI_II/II/I npu HH(bOpMaHHOHHOM B3aUMOJICCTBUM C WHBIMH
HH(bOpMaHHOHHBIMH CUCTCEMaMH H I/IH(I)OpMaLII/IOHHO-TGHCKOMMYHI/IKB.L[I/IOHHBIMI/I CETsAMH, B TOM
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quclie C I/IH(bOpMaLII/IOHHbIMI/I CUCTCMaMH YIIOJIJHOMOYCHHOI'O JIMIA, a TAaKXC IPU HNPHUMCHCHUU
BBIYUCIIMTCIBHBIX PECYPCOB (MOL[[HOCTefI), npeaoCTaBIACMbIX YIIOJHOMOYCHHBIM JIMIOM  JJISA
00paboTku HHGOPMAITUH.

[Ipu ompenenenuu TpeOOBaHMN K CHUCTEME 3alIUTHl MHPOPMALUU HHPOPMAIIMOHHON CHUCTEMBI
YUUTBIBAIOTCS TIOJIOKEHUSI MOJHUTUK oOecrmeueHus WHGOPMAIMOHHON Oe30macHOCTH 00samaTers
nHbopManuy (3aKa3urKa), a TaKKe IOJUTUK oOOecredeHus: HH(POPMAIMOHHONW 0e301acHOCTH
oreparopa W YINOJHOMOYEHHOTO JIMIIAa B YacTH, HE TMPOTUBOpEYAIICH IOJUTHKAM 00Jamarens
uHpopmanuu (3akazunka). (B pea. [Ipukaza ®CTIK PO or 15.02.2017 N 27)

B ciyyae co3nanust ”HPOPMALIMOHHOM CHCTEMBI, (DYHKIMOHHUPOBAHUE KOTOPOH IMpenoaraeTcs Ha
06aze MHGPOPMALMOHHO-TEIEKOMMYHUKALIMOHHON HMHQPACTPYKTyphl LeHTpa OOpaOOTKM JaHHBIX,
JOMOJIHUTENBHO ONPEAEIATCS TPeOOBAHNUS MO 3alUTe NMH(GOPMALUH, [TOATEKAIINE pealu3aluy B
MH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON MHPPACTPYKType LIEHTpa 00pabOTKH NaHHBIX. (B pei.
[Mpukaza ®CTOK PD ot 28.05.2019 N 106)

Pa3paboTka cucrembl 3amiuThl HHpopMannu HHGOPMALMOHHOM
CUCTEMbI

15. PazpaGoTka cuctembl 3amuThl HHpOpManuyu WHGOPMAIMOHHON CHCTEMBI OpraHU3yeTCs
obnanareneM nHpopManuy (3aKa3uuKoM).

Pa3pabotka cucrembl 3amuThl UHGOpManuu WHGOPMALMOHHONW CHUCTEMBI OCYIIECTBISETCS B
COOTBETCTBUU C TEXHUYECKUM 3aJaHMEM Ha co3JaHue HH(POPMALMOHHOW CHUCTeMbl M (WIJIH)
TEXHUYECKUM 3aJaHueM (YacTHBIM TEXHUYECKUM 3a/laHMeM) Ha CO3JaHHE CHUCTEMBbl 3alUThI
nHpopmanuu napopMannonHo# cuctemsl ¢ yaetom ['OCT 34.601 "MudopmarnimoHHass TEXHOJIOTHS.
Komrneke cranapToB Ha aBTOMaTU3UPOBAaHHBIE CUCTEMbI. ABTOMAaTU3UpOBaHHbIE cCUCTeMbl. CTaguu
cozmanus" (manee - TOCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4HuCIIe BKIIOYALT:

MIPOEKTHUPOBAHHUE CUCTEMBI 3aLUTHl HHPOpMAUU HHPOPMAIIMOHHOW CUCTEMBIL;

pa3paboOTKy  OSKCIUTyaTallMOHHOW  JOKYMEHTallMd Ha  CHUCTEMYy  3alllUThl  HHPOpMAIUH
MH(OPMALMOHHON CUCTEMBI;

MaKEeTHPOBAHHE M TECTUPOBAHUE CUCTEMBI 3AIUTHI HHGOPMAIMH HH(POPMAIIMOHHOW CHCTEMBI (IIPH
HEOOXOUMOCTH).

Cucrema 3allIHThI I/IH(i)OpMaI_II/II/I I/IH(1)OpMaI_II/IOHHOI7I CUCTCMbI HC [JOJDKHaA MPCIIATCTBOBATDH
JOCTHIKEHMIO LIeiel co3aHus I/IH(i)OpMaI_II/IOHHOI‘/‘I CHUCTEMBI U €€ CI)YHKI_II/IOHI/IpOBaHI/IIO.

[Tpu pa3zpaboTke cucTeMbl 3amuThl HH(GOpManuu HHPOPMAMOHHON CHUCTEMBI YYUTHIBACTCS €€
UHQOPMAIIMOHHOE  B3aUMOJICUCTBHE C  HMHBIMH  HMHOOPMALMOHHBIMH  CHCTEMaMH |
MH(QOPMAIIMOHHO-TEICKOMMYHHKAIIMOHHBIME ~ CETSIMM, B TOM 4HClIe C HWH()OPMAIMOHHBIMU
CHCTEeMaMH yNOJHOMOYEHHOTO JIMIA, a TaKKe IPUMEHEHHE BBIYUCIUTEIBHBIX PECYpPCOB
(MoIHOCTEH), MPEJOCTaBIIAEMBIX YIIOJHOMOYEHHBIM JIMIIOM JUIs 00paboTKH HHPOpMAIIHH.

15.1. Ilpu npoeKTHPOBAHUH CUCTEMBI 3aLIUTHI HH(POPMAIMKA HHPOPMALIMOHHOW CUCTEMBI:

OTIPENIeNAIOTCS TUIIBI CYOBEKTOB JOCTYMA (IOJB30BATENH, MPOLIECCH U UHbIE CYOBEKTHI JOCTyNa) U
00BEKTOB JOCTYINA, SBJISIOLUIMXCS 00bEKTaMH 3alIuThl (YCTpOicTBa, 0OBEKTHI (HAaMIOBON CHUCTEMBI,
3aIlyCKaeMble U UCIOJHSAEMbIE MOIYIH, OOBEKTHI CUCTEMBI YIpaBieHUsI 0a3aMu aHHbBIX, 0OBEKTHI,
CO3/1aBaeMble MPUKIATHBIM POrPaMMHBIM 00ecrieueHueM, HHbIE 0OBEKTHI JJOCTYIA);
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ONPEEIAIOTCA METO/Ibl YIIPABICHUS TOCTYIOM (IUCKPELMOHHBIN, MaHIaTHBIN, POJIEBOM MM UHBIE
METO/Ibl), THIIBI JOCTYyNa (YTEHUE, 3alHUCh, BBIIOJHEHHE WM HMHBIE TUIBI JIOCTyNAa) U IIpaBUIIa
pasrpaHHueHHs JOCTyNa CyOBEKTOB JOCTyna K OObeKTaM JocTyna (Ha OCHOBE CIHCKOB, METOK
0€30I1aCHOCTH, POJICH M MHBIX MIPABHII), IOUICKAIIME PeaH3ali B MHPOPMALMOHHOM CHCTEME;

BBIOMPAIOTCS MEphI 3aIIUTHl WHQPOPMAIUU, TOJUICKANIUNE peaTn3alid B CHCTEME 3allUThI
nHpopManuu HHGOPMAITUOHHON CHCTEMEI;

OTIPENENAIOTCA BUABI M THIBI CPEICTB 3aIIUTHl MH(OpMAIUK, OOECIICYMBAIONINE PEATU3AIUI0
TEXHUYECKUX MEp 3alIUThl HH(OpMaLUY;

OTIPEIICIICTCSl CTPYKTYypa CHUCTEMBI 3alIUThl MH(OpPMANUKA HH(MOPMAIMOHHOW CHCTEMBI, BKITFOYAS
COCTaB (KOJIMUECTBO) U MECTA pa3MEIICHUS €€ JIEMEHTOB;

OCYILIECTBIISIETCSI BBIOOpP CPEACTB 3alluThl MHGOpPMAIMH, CEPTU(PUIMPOBAHHBIX Ha COOTBETCTBUE
TpeOoBaHUAM MO0 Oe30macHOCTH HHGPOpPMAIMU, C YYE€TOM HMX CTOMMOCTH, COBMECTUMOCTH C
MH(OPMALMOHHBIMU TEXHOJIOTUSMHM U TEXHUYECKUMU CpPEJCTBaMH, (PyHKIUI O€30MacCHOCTH 3THX
CPEACTB M OCOOCHHOCTEH HX pean3allud, a Takke Kiacca 3alUIIEHHOCTH HH()OPMaIMOHHON
CUCTEMBI;

OTIpEICNIAIOTCS TPeOOBaHUSA K TapaMeTpaM HACTPOWKH IMPOTPAMMHOTO OOECIICUEHHs, BKITFOYAsS
MpOrpaMMHOE OOECTICUCHHE CPEJICTB 3alUThl WHGOPMAIMH, 00ECIICUNBAIOIINE PEATH3ALI0 MEp
3aIUThl HHOOPMAIIHH, a TAKXKE YCTPAaHEHUE BO3MOXKHBIX YSI3BUMOCTEH HHPOPMAIIHOHHOW CHCTEMBI,
MPUBOAIINX K BOSHUKHOBEHHUIO yrpo3 Oe3onacHoctu nHdopmaruu; (B pea. [Ipukaza DCTIK PO ot
15.02.2017 N 27)

OTIPENIENISIOTCS MEphI 3aIlUThl WHPOPMAIUU MPHU WHPOPMAIMOHHOM B3aWMOJCHCTBUU C WHBIMHU
WHPOPMAIIMOHHBIMA CHCTEMaMH W HH(OPMAIIHOHHO-TEIIEKOMMYHUKAIIMOHHBIMH CETSIMH, B TOM
gyrciae ¢ MHOOPMAIMOHHBIMU CHCTEMaMH YIIOJHOMOYEHHOTO JIMIA, a TaKKe NpU NPUMEHEHHU
BBIUMCIIATEIBHBIX PECypcoB (MOIIHOCTEH), TPENOCTABISEMbIX YIIOJTHOMOYCHHBIM JIUIIOM IS
00paboTku nHpopmaIuu.

T'OCT 34.201-89 ommenen. Bzamen nezo ¢ 01.01.2022 eeeoden ¢ oeiicmeue 'OCT 34.201-2020.

Pe3ynbTathl NpPOEKTUPOBAHMS CHUCTEMBbI 3alUThl HHGOpMAUu HHPOPMAIIMOHHON CHUCTEMBI
OTPAKAIOTCS B MPOEKTHOW JTOKYMEHTAIMU (ICKM3HOM (TEXHHUYECKOM) MPOEKTe W (Uin) B paboueid
JOKYMEHTAIM1) Ha HHPOPMAIIMOHHYIO CUCTEMY (CUCTEMY 3alUThl HHPOpMAIMU HHPOPMAIIMOHHOM
cucteMsl), pazpadarsiBaeMbix ¢ yaetoM ['OCT 34.201 "Mudopmannonnas texHojorus. Komrmiekc
CTaH/IapPTOB Ha aBTOMATHU3UPOBAHHbBIE CUCTEMBbI. BU/IbI, KOMIUIEKTHOCTh M 0003HaYEHUE TOKYyMEHTOB
MIpH cO3/IaHUM aBToMaTu3upoBaHHbIX cucteMm" (manee - [OCT 34.201).

HpOGKTHaH AOKYMCHTAlLlUA Ha I/IH(1)OpMaI_II/IOHHYIO CUCTCMY U (I/IJ'II/I) €¢ CHUCTEMY 3allUuThI
I/IH(bOpMaI_[I/II/I mojickaT COrjiaCoBaHuro € Ooreparopom HH(bOpM&I.[HOHHOfI CHUCTCMEBI B ClIydae, €CJIn
OH OIIPCACIICH TaKOBbIM B COOTBCTCTBHHU C 3aKOHOAATCIILCTBOM Poccuiickoi d)ez[epaum/l K MOMCHTY
OKOHYaHUA IPOCKTUPOBAHUA CHUCTCMbI 3alllUThI I/IH(bOpMaI_[I/II/I HHq)OpMaHHOHHOﬁ CHUCTEMBbI U HC
SIBJISIETCA 3aKa34MKOM JaHHOM HHq)OpMaHHOHHOﬁ CUCTCMHEI.

IIpy oOTCYTCTBMM HEOOXOJMMBIX CpPEICTB 3alUThl HHGpOpMalNMU, CEepTU(UIMPOBAHHBIX Ha
COOTBETCTBUE TPEOOBAHUAM 110 O€30MaCHOCTH MH(OpMaIK, OpraHusyercs pa3padboTka (qopadoTka)
CpeACTB 3alMThl MHQOPMALUMU U HMX CepTU(UKAIMSI B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuniickoii ®enepauuu WIA  NPOU3BOJUTCA KOPPEKTHUPOBKA IPOEKTHBIX PELICHUM 110
MHGOPMAIMOHHOM crcTeMe U (MIIH) ee CUCTeME 3allluThl MH(POPMaIUHU ¢ y4eTOM (PYHKIIMOHAIBHBIX
BO3MO’KHOCTEH UMEIOIINXCS CePTUDHUIIMPOBAHHBIX CPEJICTB 3aILUTHI HHPOPMAITUH.
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[Ipy  TPOEKTHPOBAHMM  CHUCTEMBI  3amUTHl  HH(pOpMaru  WHPOPMALMOHHON  CHUCTEMBI,
(GyHKIMOHMPOBAHUE KOTOPOH IMpeanoiaraercs Ha 0a3ze MHPOPMALMOHHO-TEICKOMMYHUKAITMOHHOM
UHPACTPYKTYPHI LIEHTPa 00pabOTKH JaHHBIX, Ui OJIOKUPOBAHUS aKTyalIbHBIX YIpo3 0€301acHOCTH
uHbOpMAlMM MOTYT OBITh TPHUMEHEHBI MEpbl 3alUThl HMH(GOpPMAIMM, peaTu3yeMble B
MH(OPMAIMOHHO-TEIICKOMMYHUKAIITMOHHON MHQPPACTPYKType LEHTpa 0O0paOOTKH NaHHBIX. (B peil.
[Mpukaza ®CTOK PD ot 28.05.2019 N 106)

15.2. Pa3paboTka OKCIUTyaTallMOHHOW JOKYMEHTAallMM Ha CHCTEMY 3aluThl HHGOpMAIUU
MH(POPMAIIMOHHON CHUCTEMBI OCYIIECTBISICTCS B COOTBETCTBMH C TEXHWYECKHM 3aJaHHEM Ha
co37aHue MH(POPMALIMOHHOW CHCTEMbl U (WJIM) TEXHUYECKUM 3aJaHHEM (YaCTHBIM TEXHUYECKUM
3aJJaHiEM) Ha CO3JIJaHHE CUCTEMBI 3alIUThI HH(OPMAUU HHPOPMAITUOHHON CHCTEMBI.

DKcIyaTalluoOHHAasi JOKYMEHTAIUsl Ha CUCTEMY 3alllUThl HH(OpPMalud UHPOPMAITMOHHON CUCTEMBI
paspabatsiBaetcsi ¢ yueroM [TOCT 34.601, 'OCT 34.201 u TOCT P 51624 v nomkHa B TOM YHUCIIE
COJIepKaTh ONMCAHHE:

CTPYKTYpPBI CUCTEMBI 3aIUThI HH(QOPMALIMK HHPOPMAITUOHHON CHUCTEMBI;

COCTaBa, MECT YCTAHOBKH, MapaMEeTpOB M TOpsAKa HACTPOMKM CPEJCTB 3allUThl MHQOpMAIUH,
MIPOrPaMMHOTO OOECTIeUeHUsI U TEXHUUECKUX CPECTB;

MIpaBUJI AKCILTyaTallMl CUCTEMBbI 3aIlUThl HH(QOpMauu HHPOPMAITMOHHON CHCTEMBI.

15.3. Ilpy MakeTUpOBaHHWU M TECTUPOBAHUU CHUCTEMBI 3aLIUTHl MHPOpPMAIUK HWHOOPMALMOHHON
CUCTEMBI B TOM YHCJIE OCYIIECTBIISIOTCSA:

MpoBepKa pPabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEICTB 3alUThI MHPOpPMAIUHA C
WHGOPMAIIMOHHBIMH TEXHOJIOTHSIMH U TEXHUYECKHUMH CPEJICTBAMU;

MIPOBEPKA BBHITIOJTHEHUSI BHIOPAHHBIME CPEJCTBAMH 3alIUThl MHGOpMAIMU TpeOOBaHUI K CHUCTEMeE
3amuThl HHQOpMAaIu HHHOPMAITMOHHON CHCTEMBI;

KOPPEKTHPOBKA MPOEKTHBIX PEIICHHUH, pa3paO0TaHHBIX NP CO3AaHUU HHOOPMAITHOHHON CHCTEMBI 1
(wH) cucTeMbl 3aUThl HHPOPMAIUA HHPOPMAITMOHHON CHCTEMBI;

Ao63ar nsateiid. - ckmoueH. (B pex. IIpukaza ®CTOK PD ot 15.02.2017 N 27)

MaKeTI/IpOBaHI/Ie CHCTEMbI 3allUThI I/IH(l)OpMaHI/II/I HH(bOpMaHHOHHOﬁ CUCTEMBI U €€ TCCTHUPOBAHUC
MOXKET IIPOBOAUTHCA B TOM YHUCIE C HCIIOJIB30BAHHUEM CPECACTB W MCETOJ0OB MOACIUPOBaHUA
I/IH(bOpMaI_[I/IOHHI)IX CHCTEM M TEXHOJIOTHH BUPpTYyaJIU3alluu.

BHeapenue cucremMbl 3alIUTHI HH(POPMALUHY UH(POPMALTUOHHOU
CUCTEMbI

16. BHenpeHue cuCTeMBI 3aIIUTHl WHPOPMAIMU HHGOPMALMOHHON CHCTEMBI OpPraHU3YeTCs
oOnagareneM nHGOpMAIHUHU (3aKa3UUKOM).

BHeI[peHI/IC CUCTCMBI 3alllUThI I/IH(i)OpMaI_II/II/I PIH(I)OpM&L[PIOHHOfI CUCTCMBI OCYHICCTBIISICTCA B
COOTBETCTBHUMN C HpO@KTHOfI )51 3KCHJ’IyaTaI_II/IOHHOI71 I[OKYMGHTaHHCﬁ Ha CHUCTCMY 3alllUThI
HH(bOpMaHHH HHq)OpMaHHOHHOﬁ CHUCTCMBI U B TOM YHCJIC BKIIFOYACT:

YCTaHOBKY M HaCTPOMKY CpeACTB 3alUThl UH(QOpMAUK B MHPOPMALIMOHHOM CHUCTEME;

pa3pa60TI<y JOKYMCHTOB, OIPCACIIIOINX IpaBuJia U NMPOUCAYPhI, pCAIM3YCMBIC OIICPATOPOM IJIA
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obecrnievueHus 3amuThl HHGOpPManK B HHPOPMAIIMOHHOM CUCTEME B XOJI€ €€ IKCILTyaTauu (jianee -
OpraHU3aIMOHHO-PACTIOPSAIUTEILHBIC JOKYMEHTHI IO 3aIIUTe HHPOPMAIIIH ),

BHEJPEHHE OPraHU3aMOHHBIX MEp 3alIUTHl HH(pOpMaIHH;
MpeBapUTENIbHBIC UCTIBITAHNS CHCTEMBI 3aIlIUTHI MHPOPMAIMU NHPOPMALMOHHOW CUCTEMBI;
OTIBITHYIO SKCIUTYaTalUIO CHCTEMBI 3alIUTHl HH(MOPMAUU HHPOPMAITUOHHON CHCTEMBI;

aHaIM3 YSA3BUMOCTEW MH()OPMAIIMOHHOW CHCTEMBI M MPHHATHE MEP 3alIUThl WHPOPMAIUU TI0 HX
YCTPaHECHHUIO;

MIPUEMOYHBIC HCIIBITAHUS CUCTEMBI 3aIUThl HH(POpMaIui HH(HOPMAITHOHHON CHCTEMBI.

K BHeapeHuto cuctemsl 3auThl HHGOpMaUK HHPOPMAIIMOHHOM CUCTEMBI PUBJIEKAETCS OIIEpaTop
MH(OPMALIMOHHONW CHUCTEMBI B Cllydyae, €CIM OH OIpeAeieH TaKOBbIM B COOTBETCTBUM C
3akoHoJaTenscTBOM Poccuiickoii denepaniuu K MOMEHTY BHEJPEHUSI CUCTEMBI 3aIIUThl UHPOpPMAaLUK
MH(OPMALIMOHHON CUCTEMBI U HE SIBJIIETCS 3aKa3YMKOM JaHHON MH(GOPMAIIMOHHOMN CHUCTEMBI.

16.1. YcTaHoBKa U HacTpolKa CpeACTB 3allIMThl HHPOPMAIMK B HTHPOPMAIIMOHHON cucTeMe A0KHA
MPOBOJUTHCSI B COOTBETCTBUM C OKCIUTyaTallMOHHOM JIOKyMEHTalMell Ha CHCTEMY 3alllUThl
nHpopmanruy HHGOPMAIMOHHON CUCTEMBI M IOKyMEHTaIlMel Ha CPe/ICTBA 3alUThl HH(MOPMAIUH.

CpenctBa  3amuThl  HHpOpPMalMM,  yCTaHaBiIMBaeMble B  HWH(OPMAIIMOHHOW  CHUCTEME,
dbyHKIIMOHUpPYIOIIEH Ha 0a3e MH()OPMAITMOHHO-TEIEKOMMYHUKAITMOHHOW HH(PPACTPYKTYPHI IIEHTpa
00pabOTKN NTaHHBIX, JOJDKHBI OBITh COBMECTUMBI MEXy COOOM, a TakKe CO CpeICTBaMHU 3allIUTHI
nH(pOpMallUY, YCTaHOBJIEHHBIMU B HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON HHPACTPYKType
1eHTpa 00paboTku maHHbIX. (B pea. [Ipukaza ®CTIOK P® ot 28.05.2019 N 106)

16.2. Pa3pabaTbeiBacMblie OpraHU3aIlMOHHO-PACTIOPSIIUTEIbHBIE JOKYMEHTHI 110 3aluTe HHHOpMAIun
JOJIKHBI OTIPEAETISAThH MpaBUiia U MPOLEIYphI:

yrnpaBiaeHus (aIMUHUCTPUPOBAHUS ) CHCTEMOM 3alTUThl HHPOPMAIUA HHPOPMAITMOHHON CHUCTEMBI;

BBISIBJICHUS] MHIMJIEHTOB (OJHOTO COOBITUSI WJIM TPYHIBI COOBITUI), KOTOPbIE MOTYT MPUBECTH K
c00sIM WK HapyIIeHHUIO (PYHKIMOHUPOBAHUSA HHPOPMALIMOHHOM CUCTEMBI U (UJTN) K BOSHUKHOBEHHIO
yrpo3 6e3omnacHocTd HHGOPMaLIUK (J1aee - MHIUACHTHI), U pearupoBaHus Ha HUX;

yrpaBieHUs KOHUTypanueil arTecTOBaHHOW MH(POPMALMOHHONW CHCTEMbl M CHUCTEMbl 3aIUThI
uHpopmanruy HHGOPMAIIMOHHON CUCTEMBI;

KOHTPOJIs1 (MOHUTOPUHTA) 32 00ECTIeUeHUEM YPOBHS 3alIUIIIEHHOCTH HH(POPMAIUH, COIepKaIIeiics B
MH(OPMALIMOHHON CUCTEME;

3al[UThl WH(POPMALMU TIPU BBIBOJE M3 IKCIUTyaTalli WHQOPMAIMOHHOW CHCTEMBl WJIHM TIOCIIE
MIPUHATHS pelIeHUs 00 OKOHYaHUU 00pabOTKH HHPOPMAIIHH.

16.3. Ilpu BHeapEeHUN OPraHU3AIMOHHBIX MEP 3alUThl HH(OPMALIUU OCYIIECTBIISIFOTCS:

peam3anus NnpaBuyl pasrpaHUYCHUS HOCTYIId, PCrIIAaMCHTUPYIOIIUX IIpaBa OOCTYIIa CY6’[>CKTOB
AOCTYIIa K 00BbEKTaM A0CTyIa, 1 BBCACHUC Ol"paHI/ILIeHI/Iﬁ Ha JAEHUCTBUS HOJIL3OB3.T€JICI\/’I, a TaK)KC Ha
HU3MCHCHUC YCHOBI/Iﬁ OKCILUTyaTalluu, COCTaBa U KOH(bHpraHHI/I TCXHUYCCKUX CPCACTB H
nporpaMMHOTIO O6CCHC‘-ICHI/IH;

IpOBEpPKaA MOJHOTHI U ACTAJIBHOCTU OINMHCAHUA B OPraHU3alIHUOHHO-PACTIOPAAUTCIIBHBIX TOKYMCHTAX
110 3alIUTe I/IH(I)OpMaI_II/II/I JefCTBUH IIOJI30BATEICH U AIMUHUCTPATOPOB HH(I)OpMaHHOHHOﬁ CHUCTCMBI
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M0 pean3aliyi OPraHU3aUOHHBIX MEp 3alIUThI HH(POPMAIINH;

oTpaboTKa JEWCTBUI NOHKHOCTHBIX JIMII M TOJPA3/IeiCHUH, OTBETCTBEHHBIX 33 PEaIM3aluio Mep
3alIUThl UH)OPMAIHH.

T'OCT 34.603-92 ommenen. Bzamen nezo ¢ 30.04.2022 eeeden ¢ oeitcmeue 'OCT P 59792-2021.

16.4. TlpenBapuTenbHbIe UCIBITAHUS CUCTEMBI 3alIUTHI MH(POpPMAUK WHPOPMALMOHHOW CHCTEMBI
npoBojsitcsi ¢ yderom ['OCT 34.603 "HMudopmaumoHHAsh TEXHOJOTHsS. BHIbBI HCIBITaHUHA
aBroMatu3upoBaHHbix cucteMm" (nasee - [[OCT 34.603) u BKIIIOYAIOT IPOBEPKY PabOTOCIIOCOOHOCTH
CHCTEMBI 3auIuThl HHGOpMANMK WH(OOPMAIMOHHON CHUCTEMBI, a TaKXKe MPHUHATHE PEIICHHS O
BO3MO>KHOCTH OTIBITHOM SKCIUTyaTallid CUCTEMBI 3alIUTHI HH(POPMAUU WH(OPMAIIMOHHON CHCTEMBI.

16.5. OmnbITHasg HKCIUTyaTallMsi CHUCTEMbl 3alllUThl HHGOpPMaUKU HHPOPMAIMOHHON CHCTEMBI
npoBoautcs ¢ yuerom 'OCT 34.603 u BkiItO4aeT NpoBepKy GYyHKIIMOHUPOBAHMS CUCTEMBI 3AILIUTHI
nHpopmanuy HHGOPMALIMOHHON CUCTEMBI, B TOM YHUCIIE PEATM30BAHHBIX MEP 3alUThl HHPOpMAIUH,
a TaKKe TOTOBHOCTh IIOJIb30BaTeNed W aJMHUHUCTPATOPOB K JKCIUIyaTallUh CUCTEMBbI 3alUThI
nHpopmanry HHGOPMALIMOHHON CUCTEMBI.

16.6. Ananu3 ya3BUMOCTEH HHPOPMAIIMOHHON CUCTEMBI MPOBOAUTCS B IEJISAX OIIEHKH BO3MOKHOCTH
MPEOJIOJICHUST HApPYIIUTEIEM CHCTEMBbI 3aluThl HHGOPMAK HWHPOPMAIIMOHHON CHCTEMBI |
MPEAOTBPAIICHUS PeaTN3allii yrpo3 0€30MacHOCTH HH(POPMAIIUH.

AHanu3 ys3BUMOCTeN MHPOPMAITMOHHOW CUCTEMBI BKITIOYACT aHAJIN3 YA3BUMOCTEH CPECTB 3aIIUThI
nH(pOpMaIUU, TEXHHYECKUX CPEJCTB U MIPOrpaMMHOTO obecrieueHrs HH(POPMAITMOHHOW CHCTEMBI.

[Ipn ananuze ysA3BUMOCTEH HHPOPMAIIMOHHOM CHCTEMBI MPOBEPSETCS OTCYTCTBHE H3BECTHBIX
ySI3BUMOCTEHN CPEACTB 3alUThl HHPOPMAILIMH, TEXHUYECKHX CPEJICTB U IPOTPAMMHOT0 0OecreyeHus,
B TOM 4YHCIIe ¢ y4yeToM HHoOpMaIuu, UMEIoIIeics y pa3paboTUMKOB M TOJYYEHHOW M3 APYrUx
OOLIEIOCTYHBIX HMCTOYHHMKOB, MPAaBHJIBHOCTh YCTAaHOBKM W HACTPOMKU CpEACTB  3allUThl
nH(pOpMaLIUY, TEXHUYECKUX CPEACTB U MPOrPAMMHOTO 00eCTIeUeHHs, a TAKKE KOPPEKTHOCTH pabOTHI
CPEICTB 3alUThl HHPOpPMAIMU TPU HX B3aUMOJCHCTBUM C TEXHUYECKUMHU CpPEICTBAMHU H
MIPOrPaMMHBIM 00ecTieueHUEM.

B CJ1yda€ BbISABIICHHA y;ISBI/IMOCTeﬁ HH(bOpMaHHOHHOﬁ CHUCTEMBI, IIPUBOAAINIUX K BO3HHKHOBCHHIO
JOIIOJIHUTCIIBHBIX YI'PO3 0e30IacHOCTH I/IH(l)OpMaHI/H/I, IIPOBOAUTCA YTOYHCHHE MOACIU YI'PO3
0e3011acHOCTH PIH(bOpMaHI/II/I U IIpH HeO6XOI[I/IMOCTI/I MMPUHUMAKOTCA AOIIOJITHHUTCIbHBIC MCPbI 3alllUThI
I/IH(bOpMaI_[I/II/I, HaIlpaBJICHHBIC Ha YCTPAaHCHHE BBIABJICHHBIX YH3BHMOCTCI>'I HWJIN HUCKIYaroIme
BO3MOKHOCTD HUCIIOJIb30BaHH HAPYHINUTEIICM BbIABIICHHBIX yﬂSBHMOCTeﬁ.

[To pe3ynpTatam aHanm3a yA3BUMOCTEH JIOJDKHO OBITH MOATBEPHKAEHO, YTO B HMH(OPMAIIMOHHOMN
CHUCTEME OTCYTCTBYIOT YS3BUMOCTH, COJEpKalipecs B OaHKe ITaHHBIX yrpo3 0e30macHOCTH
unpopmauuu OGCTIK Poccun, a Takke B HUHBIX MCTOYHHMKAX, WM HX HCIOJIb30BaHHE
(9KCIUTyaTalMs) HApYyIIUTEIEeM HEBO3MOKHO. (B pe. [Ipukaza ®CTOK PO ot 15.02.2017 N 27)

16.7. IlpuemouHble HCHBITAHUS CHCTEMBl 3alIUTHl WMHGOpPMALMU HH(YOPMAIMOHHONW CHCTEMBI
npoBostes ¢ yuetoM 'OCT 34.603 u BKIIIOYAIOT MPOBEPKY BHINIOJIHEHUS TPeOOBaHUH K cUCTEMe
3alUThl HHPOpPMALUU UHAOOPMAIIMOHHON CHUCTEMbI B COOTBETCTBHM C TEXHHUYECKHM 3aJaHMEM Ha
co3/laHue MH(OPMAIIMOHHON CHUCTEMBI M (WJIM) TEXHHUUYECKUM 3aJaHHeM (4aCTHBIM TEXHUUYECKUM
3aJJaHMEM) Ha CO3JIJaHME CUCTEMBbI 3alUThl MH(OopMaMU HHPOPMALIMOHHOM CUCTEMBI.

ATtTrecTanus MH(POPMANUMOHHOM CUCTEMbI U BBOJI €€ B JIeliCTBUE
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17. Arrecranusi WH(POPMAIMOHHOW CHCTEMBI OpraHu3yercs obOnazareneM WHPOPMAIH
(3aKa3uMKOM) WJIM OIEPaTOPOM U BKIIIOYACT IIPOBEICHHE KOMIUIEKCA OPraHM3alHOHHBIX |
TEXHUYECKUX MEPOIPUATHH (aTTECTAIIHOHHBIX UCIIBITAHUH ), B PE3yJIbTaTe KOTOPBIX MTOATBEPIKIACTCS
COOTBETCTBUE CHUCTEMbI 3alIMThl HMH(pOpManuy HHOOPMALMOHHON CHCTEMbI  HACTOSIIMM
TpeboBanusMm.

[IpoBeneHne aTTeCTAIMOHHBIX HCIBITAHUN WH(POPMALMOHHOW CHCTEMBI JIOJDKHOCTHBIMU JIUIIAMU
(paboTHHKAMM), OCYIIECTBISIOMIMMH TPOCKTUPOBAaHME M (WJIM) BHEAPEHHE CHCTEMBI 3allUThI
nHpopmManuu HHOOPMAIIMOHHON cUCTeMbl, He aomyckaerca. (B pen. IlpukazoB ®CTOK PO ot
15.02.2017 N 27, ot 28.05.2019 N 106)

17.1. B xauecTBe UCXOAHBIX JAHHBIX, HEOOXOIUMBIX JIJIsl aTTECTAllMd UH(POPMAIIMOHHOMN CHCTEMBI,
WCIIOJIB3YIOTCSA MOJIENb YTpo3 0€30MmacHOCTH MHPOPMAIUH, aKT KiIacCHU(pUKAIMU HHPOPMAITHOHHON
CUCTEMbI, TEXHUYECKOE 3a/laHue Ha CcO3/aHue MH(POPMALMOHHONW CUCTEMBI U (WJIM) TEXHUYECKOE
3aaHue (4acTHOE TEXHUYECKOE 3aJaHhe) Ha CO3JaHHE CHCTEMbl 3allUThl HHQOpPMAIMH
MH(OPMAaLIMOHHON CUCTEMBI, POEKTHAsI U AKCIUTyaTallMOHHAs JOKYMEHTAIUsl HAa CUCTEMY 3alllUThI
nHpopmaluy HHPOPMALIMOHHOW CHCTEMBI, OPraHU3aLMOHHO-PACIIOPSIUTENbHBIE JOKYMEHTHI I10
3amuTe MHPOpMAaLMK, Pe3yIbTaThl aHAIN3a YA3BUMOCTEN MH(OPMALIMOHHON CHCTEMBI, MaTEPHUAIIbI
MIPeIBAPUTENIbHBIX U MPUEMOYHBIX MCIBITAHUN CHCTEMBI 3alUThl HH(OpPMaLUKU HH(YOPMALIMOHHOMN
CUCTEMBbI, a TaKKe HHble JOKYMEHTBHI, pa3pabaTblBaeMble B COOTBETCTBUU C HACTOSIIUMU
TpeboBarusimu.

17.2. Arrecranusi MHQOPMAIIMIOHHOM CHCTEMbI MPOBOJUTCS B COOTBETCTBMM C IPOrpaMMOl U
METOJMKAMH aTTECTAIIMOHHBIX WCIBITAHUA JI0 Hadajga oOpaboTKM WH(OpMAIWHU, MO IeKaIICH
3amuTe B MHPOpPMAIMOHHOM cucteme. [t mpoBeneHUsl aTTecTaluid MHPOPMAIIMOHHON CHCTEMBI
MIPUMEHSIOTCS HallMOHAJIbHBIE CTAHJAPThI, @ TAKKE METOJUYECKHE JOKYMEHTHI, pa3padOTaHHbIE U
ytBep)kaeHHbie PCTOK Poccum B cooTBeTcTBMUM € moamyHKToM 4 mnyHkta 8 Ilonoxkenust o
denepanbHON CIy)KO€ MO TEXHUYECKOMY M HDKCIIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKa3oM
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

[lo pemenuto 3aka3unka (omepaTopa) aTTECTAIMOHHBIE HCIBITAHHUS MOTYT OBITH COBMEIICHBI C
MPOBEACHUEM MMPUEMOYHBIX UCIIBITAHUNA HHPOPMAIIMOHHOU cucTeMbl. (B pea. [lpukaza ®CTOK PO
ot 28.05.2019 N 106)

[To pe3ynpTaTaM aTTECTAIMOHHBIX HCIBITAHUH O(QOPMIISIOTCS MPOTOKOJBI aTTECTAIMOHHBIX
WCIIBITAHUHN, 3aKIIOYEHHE O COOTBETCTBMHM HWH(POPMAIIMOHHOW CHUCTEMBbI TPEOOBAaHUSAM O 3alIUTE
MH(pOpMAIIUM U aTTECTaT COOTBETCTBHUS B CIIydae IMOJIOXKHUTEIBHBIX PE3yJbTaTOB aTTECTAIMOHHBIX
HUCHBITAaHUM.

[Ipu mnpoBeNCHUWM AaTTECTAIIMOHHBIX WCIBITAHUN JIOJDKHBI TPUMEHSTBCS CICAYIOIIUE METOIbI
npoBepok (uctbitanui): (B pea. [Ipukaza ®CTOK PD ot 15.02.2017 N 27)

9KCMEPTHO-AOKYMEHTAIBHBIA METO/J], IpelyCMaTpUBAIOIIMKA IPOBEPKY COOTBETCTBUS CHCTEMbI
3aUThl MH(pOpMauu HHAOPMAIIMOHHON CHCTEMBbl YCTAaHOBJIEHHBIM TPEOOBAaHHUSAM I10 3aIlUTE
uH(pOpMaIny, Ha OCHOBE OLICHKH IKCIUTYaTallMOHHOMN JOKYMEHTAIWH,
OpraHu3alMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB MO 3amuTe MH(QOpManuM, a Takke YCIOBUMN
byHKIHOHMPOBaHUS HHPOPMAIMOHHOH crcTeMsl; (B pea. [Ipukaza ®CTOK PD ot 15.02.2017 N 27)

aHaIM3 YA3BUMOCTEH WH(OPMAIIMOHHOW CHCTEMBI, B TOM 4YHCJE BBI3BAHHBIX HEMPABUILHOU
HACTPOMKOH (KOH(PHUTYpUPOBaHWEM) IPOTPAMMHOTO 00ECTIEYeHUS M CPEACTB 3aIIUThI HH(OPMALIUH;
(B pen. [Ipukaza ®CTOK PP ot 15.02.2017 N 27)

HUCIBITAHUSA CHUCTCMBI 3alllUThI I/IH(I)OpMaI_II/II/I IyTeM OCYIICCTBJICHUA IOIIBITOK
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HECaHKIMOHUPOBAHHOTO JIOCTYIA (BO3ICHCTBYS) K MH(DOPMAIIMOHHOW crcTeMe B 00XO0]] €€ CHCTEMBI
3anuthl nHGopmarmu. (B pen. [Ipukaza ®CTOK PO ot 15.02.2017 N 27)

17.3. Jlomyckaercs arrectanus HWHQPOPMAIMOHHON CHUCTEMBI Ha OCHOBE pE3YyJIbTaTOB
aTTECTAllMOHHBIX HCIBITAHUN BBIICJIEHHOTO Habopa CErMEHTOB HWH(OPMALMOHHOW CHCTEMBI,
peaTn3yoIIX HOTHYIO TEXHOJIOTHIO 00paboTKH HH(GOPMAIHH.

B sTOM cnyuae pacnpocTpaHeHue aTTecTata COOTBETCTBUSI Ha JAPYrue CErMEHTbl MHPOPMAIMOHHOM
CHCTEMBI OCYLIECTBISICTCS NIPU YCIOBHHM UX COOTBETCTBHUSI CETMEHTaM WH(MOPMAIMOHHON CHUCTEMBI,
MPOLIEAIIUM aTTECTAllUOHHbIE UCTIBITAHMUSL.

CerMeHT CUMTaeTcsi COOTBETCTBYIOUIMM CEIMEHTY WH(GOPMAIIMOHHON CHCTEMBI, B OTHOIICHUHU
KOTOpOTO OBbUIM TPOBEAEHBI AaTTECTALMOHHBIE MCIBITAHUS, €CIM U1 YKa3aHHBIX CErMEHTOB
YCTaHOBJIEHBl OJMHAKOBBIE KJIAacChl 3alIMIIEHHOCTH, YIrpo3bl Oe30macHoCTH UH(pOpMaluy,
peayin30BaHbl OJIMHAKOBBIE NMPOEKTHBIE PEIICHUS MO HMHMOPMAIMOHHOM CHCTEME U €€ CUCTEME
3alUThl HHQOPMALIUK.

CooTBeTCTBHE CErMEHTa, Ha KOTOPBIM pPaACHpOCTpaHSETCS AaTTecTaT COOTBETCTBHUS, CETMEHTY
WH(POPMAITMOHHON CHUCTEMBI, B OTHOIICHHH KOTOPOTO OBUIM TPOBEIACHBI AaTTECTAIIMOHHBIC
WCTIBITAHUS, TIOATBEPKIAETCS B XOJI€ MPUEMOYHBIX HCTIBITAHHN WH(OPMAIIMOHHONW CHUCTEMBI WITH
CErMeHTOB MH(OPMAITMOHHOW CHCTEMBI.

B cermentax nHQOpMAIMOHHON CHCTEMBI, HA KOTOPbIE PACIPOCTPaHSAETCs aTTeCTaT COOTBETCTBUS,
OTIepaTopoM 00ecTieunBaeTCs COOIOICHUE IKCILTYaTAlIMOHHON JOKYMEHTAIIMN HA CHCTEMY 3all[HThI
nHpopmanuy HHGOPMALMOHHON CHUCTEMBbI M OPraHU3alMOHHO-PACTIOPSAUTEIbHBIX JOKYMEHTOB I10
3aImuTe HHPOPMAIIUH.

OcoOeHHOCTH aTTecTallud WH(OPMALIMOHHONW CHUCTEMBI Ha OCHOBE PE3Yy/IbTAaTOB aTTECTALlMOHHBIX
WCIBITAHUN BBIJIEJICHHOTO HaOopa ee CerMEeHTOB, a TaKXKe YCIOBHUS U MOPSA0K PACIpPOCTpaHEHUS
aTTectaTa COOTBETCTBHMSI Ha JpYrHe CErMeHThl WH(GOPMAllMOHHOW CHCTEMBI OMNPEACNSAIOTCS B
MPOrpaMMe U METOJMKAX aTTECTAllMOHHBIX UCTIBITAHUM, 3aKIIFOUEHUH U aTTECTaTe COOTBETCTBHSIL.

17.4. ATTecTar COOTBETCTBUSI BBIJACTCA HAa BECh CPOK DKCIUTyaTallud MH(OOPMALIMOHHONW CHCTEMBI.
Omneparop (ob6mamarens uHGOpMAIMU) B XOJ€ IKCIUTyaTallud UH(MOPMALIMOHHOW CHCTEMBI JOJKEH
obecrieunBaTh MOJJIEPKKY COOTBETCTBUSI CUCTEMBI 3alIUThI HHPOPMAIIUHN aTTeCTaTy COOTBETCTBUS B
pamMKax peajau3aluu MepONpUsTUH, IPeTyCMOTPEHHbIX MyHKTOM 18 HacTosimux TpeboBanuii. (B pen.
[Tpukaza ®CTIK PD ot 28.05.2019 N 106)

17.5. BBoa B peiicTBue HWH(GOPMAIMOHHONW CHCTEMbI OCYIIECTBISETCS B COOTBETCTBUU C
3aK0HOaTebCcTBOM Poccutickoit deaepanun 06 nHpopmanyu, HHGOPMAITMOHHBIX TEXHOJIOTHSAX U O
3amute uHpopmaruu u ¢ yaerom [OCT 34.601 v npu HaNU4YUM aTTecTaTa COOTBETCTBUSL.

17.6. UndopmanmoHHbie cucTeMbl, (YHKIIMOHUPYIOIIKE Ha Oa3e o01eit nHPpacTpyKTyphl (CpeacTB
BBIUMCIIUTEIILHOW TEXHHKH, CEPBEPOB TEJICKOMMYHUKAIIMOHHOTO OOOpPYJIOBaHHWs) B KayeCcTBE
MPUKIIAJHBIX CEPBHCOB, MOJUICKAT aTTECTAllMU B COCTaBE YKa3aHHOW WHQPACTPYKTYphL. (B peil.
[MTpukaza ®CTOK PD ot 15.02.2017 N 27)

B cilyyae eciu MH(POPMALIMOHHAS cucrema co3zmaercs Ha Oaze
MH(GOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ~ MHQPACTPYKTYpbl — LIeHTpa 0OpabOTKM  JIaHHBIX
YIIOJIHOMOYEHHOTO JIMIA, Takas MH(QPACTpyKTypa LeHTpa 0OpaOOTKM JaHHBIX JOJDKHA OBITh

aTTecTOBaHa Ha COOTBETCTBHE HacTosamuM TpeboBanusMm. (B ped. Ilpukaza ®CTIOK PO ot
28.05.2019 N 106)

HpI/I aTrTeCTaluu HH(I)OpMaHHOHHOﬁ CUCTCMbI JOJDKHBI HCIOJIB3YIOTCA PE3YJIbTAThl aATTCCTALlUA
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obmieit nappacTpykTypsl oneparopa uHhpopMmannoHHoi cucreMsl. (B pen. [lpukaza ®CTOK PD ot
15.02.2017 N 27)

Oobecneyenue 3alUTHI HHPOPMALMU B X0/€ IKCILIyaTAlUN
aTTeCTOBAHHOM MH(POPMALMOHHON CHCTEMBbI

18. Obecnieuenne 3amuThl HHOOPMAIMK B XOA€ IKCILTyaTallMd WH()OPMAITHOHHON CHCTEMBI I0JKHO
OCYIIECTBIISITCSL  OTEPATOPOM B  COOTBETCTBHM C OKCIUTyaTalIMOHHOW JOKyMEHTalued u
OpraHu3aIMOHHO-PACTIOPSAUTEIBHBIMA JOKYMEHTAMH M0 3aluTe HHPOPMALUK M BKIIOYATh
crneayromue meponpustus: (B pea. [Tpukaza ®CTOK PD ot 28.05.2019 N 106)

IUIAaHUPOBAHUE MEPONPUIATHIA TO 3ammre HMHPOpMalUMu B HHPOPMAIMOHHOHN cucteme; (B pex.
[Mpukaza ®CTOK PD ot 28.05.2019 N 106)

aHaJn3 yrpo3 6e3onacHocTy nHpopManuu B nHpopMamoHHoi cucreme; (B pel. [pukaza ®CTIK
P® or 28.05.2019 N 106)

yrnpaBieHue (aIMUHACTPUPOBAHKE) CUCTEMOM 3aUThI HHPOpMauu HHHOPMAITMOHHON CUCTEMBI; (B
pen. [Mpukaza ®CTIK PD ot 28.05.2019 N 106)

yrnpaBieHue KOHPUTrypamueil nHPOPMaIMOHHON CUCTEMBI U €€ CUCTEMOU 3amuThl nHpopMaiuu; (B
pen. I[Mpukaza ®CTIK PD ot 28.05.2019 N 106)

pearupoBaHue Ha HHIUAEHTHI; (B pe. [Ipukasza ®CTIK P® ot 28.05.2019 N 106)

nHpopMUpoBaHUe 1 00ydeHHEe TIepcoHaia HHGopManoHHO# cucteMsbl; (B pea. [Ipukaza ®CTIOK PO
ot 28.05.2019 N 106)

KOHTPOJIb 32 oOOecCleYeHHeM YpOBHS 3alWINEHHOCTH HHGOpMAIMH, COJACpKalIelcss B
uHpopmanrorHoi cucteme. (B pen. [Ipukaza ®CTOK PO or 28.05.2019 N 106)

18.1. B Xo1e TuraHMpoBaHUSI MEPONPHUATHI TI0 3amuTe WHPOpMaMu B WHGOOPMAIIMOHHON CUCTEME
ocymectBisitores: (B pen. Ipukaza ®CTOK PP ot 28.05.2019 N 106)

OmpeJieNieHUue JIUI, OTBETCTBEHHBIX 3a IUIAHUPOBAHWE U KOHTPOJb MEPOIPHUATHI MO 3alluTe
uHpopmanuu B vHGopMaImonHoi cucreme; (B pex. [Ipukaza ®CTIK P or 28.05.2019 N 106)

OTpe/iefieHUe JIML, OTBETCTBEHHBIX 3a BBISBJICHHUE MHIIMJCHTOB M pearupoBaHHe Ha HUX; (B pel.
ITpukaza ®CTIK PD ot 28.05.2019 N 106)

pa3zpaboTka, yTBEp)KIEHHWE W aKTyalu3alus IUIaHa MEPONPHUSATHH Mo 3amuTe HHPOpMaluu B
uHpopMaronHoi cucreme; (B pea. Ipukaza ®CTIK PO ot 28.05.2019 N 106)

OIpE/ICNICHAE TIOPSAZKA KOHTPOJIS  BBIMOJHEHUS MEPOIPHUATHI [0 OOECIIEUYEHHIO  3alllHThI
uHopMalu B MHOOPMAIIMOHHON CHCTEME, TPEAYCMOTPEHHBIX YTBEPKIACHHBIM IIJIaHOM. (B pejl.
IMTpukaza ®CTOK PD ot 28.05.2019 N 106)

[Tnan meponpusaTuit o 3amure nHGopMauu B UHGOPMALIMOHHON CUCTEME YTBEPKIAETCS BMECTE C
MPaBOBBIM AaKTOM OpraHa WCIOJIHUTEIBHOW BIACTHM O BBOJe WHGOPMAIMOHHON CHUCTEMBI B
skcmyaraiuio. (B pen. [Ipukaza ®CTIK PD ot 28.05.2019 N 106)

KOHTpOJIb BBINONHEHUS MEPONPUATHHA, MPETyCMOTPEHHBIX IJIAHOM MEpPONPUSATHHA IO 3aluTe
uHbopManuy B MHPOPMAITMOHHON CHCTEME, OCYILECTBIISIETCS B CPOKH, OIpEIe/IeHHbIE YKa3aHHBIM
riaHoM. (B pen. [Ipukaza ®CTIK PO ot 28.05.2019 N 106)
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18.2. B xone ananu3za yrpo3 6e3omacHocTd wH(pOpManuu B MHGOPMAIMOHHON CHCTEME B XOJIE €€
IKCILTyaTanuu ocymectisitores: (B pex. [Ipukaza ®CTOK PO ot 28.05.2019 N 106)

BBISIBJICHHE, aHAIM3 M YCTPAHCHHE YSI3BUMOCTEH uH(popmanmuoHHOW cuctemsl; (B pea. [lpukasa
®CTIK PO ot 28.05.2019 N 106)

aHAIN3 M3MCHEHHsS yrpo3 0e30MacHOCTH WH(pOpMAaIlK B HHOOPMAIMOHHO#N cucteme; (B pell.
[Mpukaza ®CTOK PD ot 28.05.2019 N 106)

OIICHKa BO3MOKHBIX TIOCJIEACTBHH peaju3alud  yrpo3 Oe3omacHOCTH HWHPOpPMALUU B
uHdopmarmonnoi cucreme. (B pea. [Ipukaza ®CTIK PD ot 28.05.2019 N 106)

[TepuoauuHOCTH MPOBEICHUS YKa3aHHBIX pabot onpenensercs OIepaTopoM B
OpraHU3aI[MOHHO-PACTIOPAIMTEILHBIX JTOKYMEHTaX mo 3amurte uHpopmanuu. (B pen. [lpukaza
®CTIK PO ot 28.05.2019 N 106)

18.3. B xome ympaBneHuWs (aJMHHHUCTPUPOBAHHS) CHUCTEMOH  3amuTHl  MHPOPMALUU
UHPOPMAIIMOHHOW cHCTeMBbI ocymiecTBIsitoTes: (B pen. [Ipukaza ®CTIOK PO ot 28.05.2019 N 106)

OTpeJieNieHue JIMI, OTBETCTBEHHBIX 3a YyIpaBieHHe (aAMUHUCTPUPOBAHHE) CHCTEMOM 3alUTHI
uHpopmaruu nHGopMamoHHO# cuctemsl; (B pea. [Ipukaza ®CTOK PO ot 28.05.2019 N 106)

YIpaBJICHUE YISTHBIMH 3AITUCSIMH MOJIH30BATENICH U MOAIep)KaHUE B aKTyaJTbHOM COCTOSTHUH TTPABUJIT
pasrpanuyeHus qoctyna B nHbopMmanmoHHou cucreme; (B pen. [pukaza ®CTIK PD ot 28.05.2019
N 106)

yOpaBJeHUE CpeACTBaMU 3amuThl MHpopMmanuu wHhopManuoHHON cuctembl, (B pen. I[lpukaza
®CTIK PD ot 28.05.2019 N 106)

yrpaBiieHHe OOHOBJICHUSMHM MPOTPAMMHBIX M MPOTrpaMMHO-aINapaTHBIX CPEACTB, B TOM 4YHCIIE
CPEICTB 3aluThl WH(OPMAIIUU, C Y4€TOM OCOOCHHOCTEH (PYHKIITMOHUPOBAHHS WH(OPMAIMOHHON
cucremsl; (B pea. [Tpukaza ®CTOK PD ot 28.05.2019 N 106)

[EHTPAIM30BAHHOE YIPABICHUE CHCTEMOMW 3aIUThl HHGOpMAIUK WHPOPMAIIMOHHON CUCTEMBI (IIpH
Heobxoaumoctn); (B pex. ITpukaza ®CTIK PO ot 28.05.2019 N 106)

MOHHUTOPHUHT M aHAIIN3 3aPETrUCTPHUPOBAHHBIX COOBITUH B MH(OPMAIIMOHHON CUCTEME, CBSI3aHHBIX C
obecrieueHreM Oe3omacHOCTH (najnee - coobiTus O0e3omacHoctn); (B pen. Ilpukaza ®CTOK PO or
28.05.2019 N 106)

obecrnieueHre (HyHKIIMOHUPOBAHMS CUCTEMBI 3alUThl MHGOpMAUK MUHPOPMALIMOHHOW CUCTEMBI B
X0l €€  OKCIUTyaTallid, BKJIIOYas  BEJEHUE  OJKCIUIyaTallUOHHOW  JOKYMEHTAllMH |
OpraHU3aI[MOHHO-PACTIOPSAIUTENBHBIX JOKYMEHTOB Mo 3amuTe uHQopmanuu. (B pexa. Ilpukaza
®CTIK PD ot 28.05.2019 N 106)

18.4. B xone ympaBneHus koHdurypamue nHOOPMALMOHHONW CHCTEMbI U €€ CHCTEMbI 3allUThl
uHdopMarmu ocymectBisores: (B pea. [Ipukaza ®CTOK P or 28.05.2019 N 106)

OmpesielieHHe JIHMI, KOTOPHIM pa3pelieHbl JCHCTBHs 110 BHECEHUIO W3MEHEHWH B KOH(UTYpAIHIO
UHQPOPMAIIMOHHONW CHCTEMbI W €€ CHCTEMBI 3allMThl MH(POPMAIMU, U WX TOJHOMOYMH; (B pes.
I[Mpukaza ®CTOK P ot 28.05.2019 N 106)

olpesielieHne KOMIIOHEHTOB HMH(OPMAIMOHHON CHCTEMBl U €€ CHCTEMbl 3aIlMThl HWH(pOpPMAaINH,
MOJUIeKAIIMX H3MEHEHMI0O B PaMKax yIpaBieHUs KoHpurypanuei (umaeHTU(UKAIMS OOBEKTOB
yIpaBJieHUs] KOH(Urypalueil): nporpaMMHO-alnapaTHble, MPOrpaMMHBIE CPEICTBA, BKIOYAs
CpeAcTBa 3aIlUThl WH(POpPMAlMU, WX HACTPOMKM U TPOTPaMMHBIA KOJ, IKCIUTyaTallMOHHAs
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JTOKYMEHTAIHsI, HHTeP(EHChI, (hailiibl U HHBIC KOMIIOHEHTBI, ITO/UICIKAIINE H3MEHEHHIO U KOHTPOJIIO;
(B pen. [Ipukaza ®CTIK PD ot 28.05.2019 N 106)

yIlpaBlieHUEe W3MEHEHHSMU HH(OPMAIIMOHHONW CHUCTEMBbI W €€ CHUCTeMBbl 3allUThl HWH(GOpPMAIHU:
pa3paboTka MapamMeTpoB HACTPOWKH, OOECIEUMBAIONINX 3alIUTy HWHPOpMALMK, aHAIHU3
MOTEHIIMAIFHOTO BO3JCHCTBUS IUIAHUPYEMBIX M3MEHEHHH Ha oOecreueHue 3aluThl HH(pOpMaIum,
CaHKIIMOHMPOBAHWE BHECCHHS WM3MEHEHHH B MH()OPMAIMOHHYIO CHCTEMY U €€ CHCTEMY 3allUThI
nHbOpMAINY, TOKYMEHTHPOBAHHE NEHCTBUN 10 BHECEHHIO W3MEHEHUH B HWH(POPMALMOHHYIO
CHCTEMY M COXpaHEHHE JaHHBIX 00 m3MeHeHusx KoHpurypamuu; (B pen. [Ipukaza ®CTIK PO ot
28.05.2019 N 106)

KOHTPOJIb JCUCTBHUIT 110 BHECCHUIO M3MEHEHHI B MH(DOPMAIIMOHHYIO CHCTEMY H €€ CHCTEMY 3alllUThI
uHpopmarmu. (B pea. [Ipukaza ®CTIK PO ot 28.05.2019 N 106)

PeanuzoBanHbie TIpoLIeCCHl YIPaBJICHUS] U3MEHEHUSAMH WH()OPMAIMOHHOM CUCTEMBI M €€ CHCTEMBI
3amuThl  MHGOPMALMKM JOJHKHBI BKIIIOUATh TPOLECCHl TapaHTHHUHOTO W (WMJIM) TEXHHYECKOTO
oOCny)kMBaHUs, B TOM  UHCI€  JUCTAHIIMOHHOTO  (yIaJ€HHOTO), MPOTPAMMHBIX U
MPOrpaMMHO-aNMapaTHBIX CPEJICTB, BKJIIOYAs CPEACTBa 3alluThl HHGOPMAIMU, HHPOPMAIIMOHHOMN
cuctemsl. (B pea. [Ipukaza ®CTOK Pd ot 28.05.2019 N 106)

18.5. B xonme pearmpoBaHus Ha MHIMJCHTHI ocymiecTistores: (B pen. I[lpukaza ®CTIOK PO ot
28.05.2019 N 106)

oOHapyXkeHHe W HACHTHU(UKAIMS WHIMJICHTOB, B TOM YHCIE OTKa30B B OOCTY)XKHMBaHHH, COOEB
(mepe3arpy3ok) B paboTe TEXHHUECKHX CPEJICTB, TPOTPAMMHOTO OOECTICUEHUSI M CPEACTB 3allUThI
nH(popMalKY, HApYIIEHUH MpaBUil pa3rpaHUyYeHus JOCTYIa, HEMPAaBOMEPHBIX ACUCTBHI MO cOOPY
nH(pOpMauK, BHEIPEHUH BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpamMM (BHUPYCOB) U HMHBIX COOBITHH,
MPHUBOISIINX K BOSHUKHOBEHHUIO HHITHACHTOB; (B pea. [Tpukaza ®CTOK PO ot 28.05.2019 N 106)

CBOEBPEMEHHOE MH(DOPMHUPOBAHHE IMOJIH30BATEISAMHU U aJJMUHUCTPATOPaMHU JIUI], OTBETCTBEHHBIX 32
BBISIBJICHHE WHIMJACHTOB U pearupoBaHHMe Ha HUX, O BO3HUKHOBEHHMM HHIIMJCHTOB B
uHpopmannoHHoi cucteme; (B pea. Ipukaza ®CTOK PD ot 28.05.2019 N 106)

aHaJIM3 UHIUICHTOB, B TOM YHCIIE OIPEIe/IeHe HCTOYHUKOB U IIPUYMH BOZHUKHOBEHUS HHLIUJCHTOB,
a TakKe OIleHKa ux rocieactsuil; (B pea. [Ipukaza ®CTIK PO or 28.05.2019 N 106)

IJIAHUPOBAHUE U MPHUHATHE MEP MO YCTPAaHEHHUIO WHIMJICHTOB, B TOM YHCJIE IO BOCCTAHOBJICHUIO
MH(POPMAITMOHHON CHUCTEMBI M €€ CETMEHTOB B CJIy4ae OTKaza B 0OCIy)KHBaHUHU WJIU TOCIIe COOEB,
YCTPaHEHHIO TOCIIEACTBUI HAPYILIEHUS MTPABUII Pa3TpaHUYCHUS JOCTYIA, HEMPABOMEPHBIX JEHCTBHIA
no c6opy mHbOpMalMY, BHEIPEHUS] BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BUPYCOB) U HMHBIX
COOBITHH, MPUBOIANINX K BOSHUKHOBEHHIO HHITUACHTOB; (B pel. [Ipukaza ®CTOK P ot 28.05.2019
N 106)

IUTAHUPOBAHUE U MPUHATHE MEP MO MPEAOTBPALICHUIO TOBTOPHOTO BO3HUKHOBEHUS UHITMICHTOB. (B
pen. IMpukaza ®CTIK PD ot 28.05.2019 N 106)

18.6. B =xome wuHpOpMUpOBaHUS U OOy4YeHHs TMepcoHada HH(POPMAIMOHHOW CHUCTEMBI
ocyriectBisitoTes: (B pea. [pukaza ®CTIOK PD or 28.05.2019 N 106)

nH(OpPMHUpOBaHUE MEpPCOHana HHQPOPMAIIMOHHOW CHCTEMBI O TOSIBJICHHH aKTyallbHBIX yrpo3ax
6e3o0macHOCTH HHGOPMAITUH, O TIpaBHIIaX OE30MaCHON IKCILTyaTallui HH(POPMAITMOHHOM CUCTEMBI; (B
pen. [Ipukaza ®CTOK PD ot 28.05.2019 N 106)

AOBCACHUEC OO IICpCOHAIA HH(I)OpMaHHOHHOﬁ CUCTEMBI Tpe6OBaHHﬁ IO 3aluTe I/IH(I)OpMaI_II/II/I, a
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TaKKE TMOJIOKCHUIH OpPraHU3alMOHHO-PACTIOPSIUTEIBHBIX JTOKYMEHTOB TI0 3alliTe MHPOPMAIMH C
y4eTOM BHECCHHBIX B HUX U3MeHenuii; (B pen. [Ipukaza ®CTOK PO or 28.05.2019 N 106)

oOydeHue mepcoHaga MHPOPMAITMOHHON CHUCTEMBI IMpaBWJIaM 3KCILTyaTallid OTACIBHBIX CPEICTB
3anuthl nHGopMmarmu; (B pea. [pukaza ®CTOK PD ot 28.05.2019 N 106)

MIPOBEACHUE TPAKTUYECKUX 3aHATHI M TPEHUPOBOK C MEPCOHAIIOM HH(MOPMAIIMOHHON CHCTEMBI TI0
OJIOKMPOBAHUIO YTPO3 O€30MaCHOCTH HH(OPMAIMH B pearnpoBaHUIO HAa MHIMICHTHI; (B pea. [Ipukaza
®CTOK PO ot 28.05.2019 N 106)

KOHTPOJIb OCBEJOMJIEHHOCTH IepcoHajda MH(OPMALMOHHONW CHUCTEMBI 00 yrpo3ax 0e30IacHOCTH
nHGOpMAIINY U YPOBHS 3HaHUH NIEPCOHAA TI0 BOIIPOCaM 00ecIieueH s 3alIUThl HHPOpPMauu. (B pel.
[Mpukaza ®CTOK PD ot 28.05.2019 N 106)

[Iepnoan4HOCTE MPOBEAEHUS MPAKTUYECKUX 3aHATHI U TPEHUPOBOK € MIEPCOHATIOM, MEPOIIPUATHH 110
00y4eHHIO NepcoHaa U KOHTPOJIKO OCBEIOMIIEHHOCTH NE€PCOHANA YCTAHABIMBAETCS ONEPATOPOM B
OpraHU3aI[MOHHO-PACHIOPAIUTENBHBIX JOKYMEHTAaX MO 3alUTe HHPOPMAIH C y4ETOM 0COOEHHOCTEH
(GyHKIIMOHUPOBaHUS UH(MOPMAIIMOHHONW CHUCTEMBI, HO He pexe 1 pa3a B 1Ba roja. (B pea. IIpukaza
®CTOK PO or 28.05.2019 N 106)

18.7. B xone koHTpoJig 3a 0OecriedeHreM ypOBHS 3allUIIEHHOCTH MH(OpMalUy, coJepxaliencs B
HHPOPMAIIMOHHOW crcTeMe, ocyiecTistores: (B pea. [Ipukaza ®CTOK PO ot 28.05.2019 N 106)

KOHTPOJIb (aHAIW3) 3AIMUIIEHHOCTH WH(GOPMAIMK C YYETOM OCOOCHHOCTEH (PYHKIIMOHUPOBAHMS
uHpopmaronHoi cucremsl; (B pen. [Ipukaza ®CTIK PD ot 28.05.2019 N 106)

aHaTM3 W OICHKa (DYHKIMOHUPOBAHUS WHPOPMALMOHHOW CUCTEMBI W €€ CHUCTEMbI 3allUThI
uHbOpMaIMY, BKIIOYas aHAJIW3 W YyCTPaHEHWE YSI3BUMOCTE W WHBIX HEIOCTaTKOB B
(G YHKIIMOHUPOBAHUN CHCTEMBI 3alTUTHI HH(MOPMAIMH HHPOPMAIIMOHHON cCUCTeMBI; (B pen. [Ipukasa
®CTIK PD ot 28.05.2019 N 106)

JOKYMEHTUPOBAHUE MPOLEAYpP U Pe3yIbTaTOB KOHTPOJIS 3a 0OecreyeHHeM YPOBHS 3alUIIEHHOCTH
nHpopmanuu, coaepxaiieiics B nHpopMmanuonHoi cucreme; (B pen. Ilpukaza ®CTOK PD or
28.05.2019 N 106)

NPUHATHE PEIICHUS 10 pe3yibTaTaM KOHTPOJII 3a OOECIICYCHHEM YPOBHS 3allMIICHHOCTH
uHpOpMAIIMY, COJCpKaIIeHCss B WH(POPMALMOHHOW CHCTEME, O HEOOXOIUMOCTH JOpabOTKH
(MomepHU3aIMK) ee CUCTEMBI 3aiuThl HHGopMarmu. (B pen. [Ipukaza ®CTOK PD ot 28.05.2019 N
106)

KonTpones 3a ofecriedeHHEM YpOBHS 3alMINIEHHOCTH HWH(OpMAaIUK, CcoAepKalieics B
WHGPOPMAIIMOHHON CUCTEME, MPOBOJUTCS ONEPATOPOM CAMOCTOSTEIILHO W (WJIH) C TPUBJICYCHHEM
OpraHu3aIuK, UMEIOIICH JINIICH3UIO Ha JICATSILHOCTh 0 TEXHHUYECKOW 3aIuTe KOHPUICHIIMATEHON
uHdopmarmu. (B pea. [Ipukaza ®CTIK PO ot 28.05.2019 N 106)

[leprogu4HOCTH MPOBEACHUSI KOHTPOJS 3a 00€CleYeHHEeM YPOBHS 3alllUIICHHOCTH HH(POpMAaIHH,
conepkamieiicis B uWHGOPMAllMOHHOM cucTeMe 1 Kiacca 3allMIIEHHOCTH, YCTaHABIMBACTCS
OTIepaTOPOM B OPTraHHU3AI[MOHHO- PACHOPSAUTEIBHBIX TOKYMEHTaxX MO 3alure HHGOpMaIluu C
y4eToM 0COOeHHOCTeH PyHKIIMOHUPOBAHUS HH(DOPMALIMOHHOW CUCTEMBI, HO HE pexke 1 paza B roj. (B
pen. I[Mpukaza ®CTIK PD ot 28.05.2019 N 106)

HepI/IOI[I/ILIHOCTB MPOBCACHUA KOHTPOJIA 3a obecreueHreM YPOBHA 3alIUIIICHHOCTU I/IH(I)OpMaI_II/II/I,
CO,Z[Cp)KElH.ICfICﬂ B I/IH(I)OpMaLII/IOHHBIX cucTteMax 2 M 3 KJIaccoB 3alUIICHHOCTH, YCTAHABJIMBACTCA
onepaTopoM B OPraHu3alfluOHHO-PACIOPAAUTCIILHBIX JOKYMCHTAX I10 3allUTC I/IH(I)OpMaI_II/II/I C YUCTOM
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0COOCHHOCTEH (YHKIIMOHUPOBAaHUS MH(DOPMAIIMOHHBIX CHCTEM, HO HE peke 1 pasza B aBa roja. (B
pen. [Ipukaza ®CTOK PD ot 28.05.2019 N 106)

OobecneyeHue 3alIUThI MHPOPMALMU PU BBIBOE M3 IKCILIyaTalMH
aTTECTOBAHHOU HH(POPMALMOHHOMU CUCTEMbI UJIM MOCJIe IPUHATUHS
peuieHust 00 OKOHYAHMH 00padoTKH HHPOPMALUT

19. Oo0ecneuenne 3amUTel WHGOPMALUU TP BBIBOAEC W3 OKCIUTyaTalldd aTTECTOBAHHOMN
MHGOPMAIIMOHHOMN CHCTEMBI WJIH MOCTIe IPUHATHUS PEIIeHUs 00 OKOHYaHUU 00paboTKH HHMOpMAIIH
OCYIIIECTBIISICTCS OIEPATOPOM B COOTBETCTBHM C SKCIUTyaTallMOHHOW JOKyMEHTAIeH Ha CHUCTEMY
3amUThl  MHPOpPMAMU WHQPOPMANMOHHOW CHCTEMBI W OPraHU3aIMOHHO-PACTIOPSIUTEIHHBIMH
JOKYMEHTaMH T10 3aIuTe WHGOPMAIMK ¥ B TOM YHCIIE€ BKIIOYALT:

apXUBUpPOBaHME MH(pOPMaLMK, coAepKalenicss B ”HPOPMALMOHHON CHCTEME;

YHUUTOXEHHE (CTHpaHME) JAHHBIX W OCTATOYHOM MH(POpMAIMU C MAIIMHHBIX HOCHUTENEeH
nHpopMaluy U (UJIM) YHUYTOKEHNE MAlIMHHBIX HOCUTENeH nH(popMaum.

19.1. ApxuBupoBanue HWHGOPMAINHU, COIEpXKalIeicss B HHPOPMAIMOHHOW CHCTEME, OJDKHO
OCYIIECTBIISATHCSA TIPH HEOOXOMMOCTH TaTbHEHIIEro UCTOIb30BaHus HH(OPMAIUU B AEITEIHHOCTH
omeparopa.

19.2. YHuuTOXKEeHHE (CTUpaHWE) JAHHBIX M OCTATOYHOW HWH(POPMAIMK C MAaIIWHHBIX HOCHUTENEH
nH(pOpPMaLUK TPOU3BOJUTCS MPU HEOOXOIMMOCTH TEepelayd MallMHHOTO HOcHUTeNs MH(opManuu
JIPyromMy MoJib30BaTeI0 HH(MOPMALIMOHHONW CUCTEMBI WM B CTOPOHHUE OpraHU3allUuM Ul PEMOHTA,
TEXHUYECKOTO OOCTY)KMBaHUS WM AAbHEHIIEr0 YHUUTOKEHHUS.

[Tpu BBIBOJIE W3 IKCILTyaTalliy MAIIMHHBIX HOCHUTENCH WHPOPMAILINU, HAa KOTOPHIX OCYIIECTBIISIHCH
XpaHeHue u 00paboTka HHPOPMAIINH, OCYIIECTBIACTCS (PU3NUECKOE YHHUTOKEHNE ITUX MAITMHHBIX
HOcHUTesel nHhOopMaIIHH.

III. TpeGoBanus Kk Mepam 3aUTHI HH(OPMALIUN, COAEPKAIIEICH B
UH(pOPMALMOHHON cUCcTEMeE

20. TlocpeacTBOM HCIOJHEHHS OPraHW3allMOHHBIX M TEXHHYECKHX MEp 3allUThl HH(OpMAIWH,
OIIPEIENIAEMBIX B COOTBETCTBUH C MpuiiokeHneM N 2 k HacTosmuM TpeGoBaHUAM U Pean3yeMbIX B
UH(OPMAIIMOHHON CHCTEME B paMKaX €€ CHCTEMBI 3alUThl HH(GOPMAIMH, B 3aBUCHMOCTH OT YIpo3
0€30MacHOCTH uH(OpMAaIHH, UCIIOJIb3YEMBIX UH(OPMAIMOHHBIX TEXHOJIOTHI u
CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK HH(DOPMAIMOHHONW CHCTEMBI OCYIIECTBIAIOTCS: (B
pen. IMpukaza ®CTIK PD ot 28.08.2024 N 159)

a) uaeHTHU(UKAIUS U ayTeHTu(uKanus cyobeKToB JocTyna U 00BbeKTOB noctyma; (B pen. Ilpukasza
®CTIK PD ot 28.08.2024 N 159)

0) ympasieHHne JOCTYIOM CYObEKTOB JI0CTyMa K 00bekTaM fnoctymna; (B pen. [Ipukaza ®CTIOK PO ot
28.08.2024 N 159)

B) OrpaHUYEHHE MPOrpaMMHO# cpes; (B pea. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

T') 3aI0UTa MAIIMHHBIX HOcHTenel napopmarmy; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)
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1) peructpaims coobituii 6e3onacHoct; (B pen. [lpukaza ®CTOK PD ot 28.08.2024 N 159)
¢) anTuBHpycHas 3amnuTa; (B pea. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

K) oOHapyxeHue (mpenorBpaiieHue) sropxenuit; (B pen. IIpukaza @CTOK PO ot 28.08.2024 N
159)

3) KOHTPOJb (aHaNM3) 3ammiieHHocTH nHpopmanuy; (B pex. [Ipukaza ®CTOK PD ot 28.08.2024 N
159)

M) IEJOCTHOCTh MHPOPMANMOHHON cucTteMbl U uHpopmanuu; (B pena. Ilpukaza ®CTOK PD ot
28.08.2024 N 159)

K) ocTynHOCTh uH(popmanuu; (B pea. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

1) 3ammTa cpepl BupTyanusanuu; (B pea. [Ipukaza ®CTOK PD ot 28.08.2024 N 159)

M) 3aluTa TeXHUUIECKuX cpeacts; (B pea. [Ipukaza ®CTOK P ot 28.08.2024 N 159)

H) 3amMTa MH(GOPMAIMOHHON CHCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U NEpeAayd JaHHBIX; (B pel.
[Tpukaza ®CTOK PD ot 28.08.2024 N 159)

0) 3alMTa HHPOPMAIIMOHHOM CUCTEMBI OT aTak, HaIllpaBJIEHHbIX Ha OTKa3 B 0OCIyXUBaHUU. (B pel.
[Mpukaza ®CTOK PD ot 28.08.2024 N 159)

20.1. Mepbl no uaeHTU(UKALIUU U ayTeHTU(UKAIMK CyOBEKTOB JOCTYNa M OOBEKTOB AOCTYIa
JOJDKHBI OOECTIeYrBaTh MPUCBOCHUE CYOBEKTaM M OOBEKTaM JIOCTYyNa YHHKAJIBHOTO TpPHU3HAKA
(mperTHdUKAaTOpa), CpPABHEHUE MTPEABIBIAEMOTO CyOBEKTOM (00BEKTOM) OCTYIA HACHTU(PHUKATOpA
C MEepeyHeM IPUCBOCHHBIX HAECHTU(UKATOPOB, a TAKXKE MPOBEPKY MPUHAIIEKHOCTH CYOBEKTY
(0OBeKTy) mocTyma NpeabsIBISHHOTO UM UeHTU(DHUKaTOpa (TTOATBEPKACHNE TIOITTUHHOCTH).

20.2. Mepsl MO ympaBJCHHUIO JOCTYIIOM CYOBEKTOB JOCTyNMa K OOBEKTaM JOCTYyMa JOJDKHBI
obecrieunBaTh ynpapiieHUE MpaBaMU U MPUBHIECTHAMH CyOBEKTOB JOCTYIA, pa3srpaHUUYEHUE JOCTYIa
CyOBEKTOB JOCTyna K OOBbEeKTaM JOCTylla Ha OCHOBE COBOKYIMHOCTH YCTaHOBJIEHHBIX B
nH(OPMALIMOHHON CHUCTEME MpaBWJI pa3TpaHUYEHUsl JOCTYIa, a Takke oOecreuynBaTh KOHTPOJIb
COOJIOACHUS STUX MTPABUIL.

20.3. Mepsl MO0 OrpaHUYCHHUIO MPOTPAMMHOM Cpeibl JODKHBI O0ECIeYrBaTh YCTAHOBKY U (MJIN)
3allyCK TOJIbKO Pa3pelIeHHOro K MCIOJIb30BAaHMIO B MH(POPMAIIMOHHOM CHCTEME MpPOTPaMMHOIO
ofOecrieueHHss WU UCKIOYAaTh BO3MOXHOCTh YCTAaHOBKM U (WJIM) 3allycka 3alpelieHHOTo K
MCIO0JIb30BAHUIO B UH(POPMAIIMOHHOW CUCTEME MPOTrPAMMHOT0 00eCIIeUeHUSI.

20.4. Mepsl 1o 3amMTe MAalIMHHBIX HOcHTeNed wHopMamuu (cpeacTBa 0OpaOOTKH (XpaHECHHS)
uHpOpMAIIMY, ChEMHbIC MAIIMHHBIC HOCUTEIU WH(POPMALUHU) JOJDKHBI HCKIIOYaTh BO3MOXKHOCTh
HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MalIMHHBIM HOCUTEIISIM U XpaHSIIEHCs Ha HUX HHPOPMAIIH, a
TaKXKe HECAaHKIITMOHUPOBAHHOE HCIOJIh30BAHNE ChEMHBIX MAIIMHHBIX HOCUTEINICH HH(DOpMAIIHH.

20.5. Mepsl 1O perucTpanuu coObITHH 0e30MacHOCTH JIOJDKHBI obecneunBaTh cOOp, 3amluCh,
XpaHEeHHUe U 3alUTy HHPOPMALUU O COOBITHIX 0€30MacHOCTH B MH(POPMAIIMIOHHON CUCTEME, a TaKXKe
BO3MO’KHOCTh IPOCMOTpA U aHalu3a MH(QOPMAIMK O TaKUX COOBITUSX U pearnpoBaHUe Ha HUX.

20.6. Mepbl 0 aHTMBUPYCHOM 3alllUTE JOJDKHBI 0OecneunBaTh 0OHapy)XeHue B MH()OpMaIMOHHON
cHCcTeMe KOMIBIOTEPHBIX MPOTpaMM JIMOO MHOM KOMIBIOTEPHOH HMH(OpPMAIUK, NpeAHa3HaYeHHOM
JUIi  HECaHKIIMOHUPOBAHHOTO YHUYTOXKEHHUS, OJOKMPOBaHUS, MOIU(PHUKAINK, KOIMHPOBAHUS
KOMIBIOTEpHOH HMH(OpMaMM WIM HEUTpanu3alMd CpPeJCTB 3allUThl HH(POpPMAIMM, a TaKxKe
pearupoBaHue Ha OOHapyKE€HHE STHX MPOTrpaMM U UH(OPMAITHH.
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20.7. Mepsl 1O oOHapyXeHWIO (MPEAOTBPAIICHUIO) BTOPKEHUH JOJDKHBI 00eCreYnBaTh
oOHapyXeHHe JCUCTBH B HH(POPMAIMOHHOW CHUCTEME, HAMpPABJICHHBIX HA MPEIHAMEPCHHBIN
HECaHKIIMOHUPOBAHHBIN JOCTYN K MH(OPMAINHU, CTICIIUATBHBIC BO3ICHCTBUS HA NHPOPMAITUOHHYIO
cucTemy ¥ (Wiv) HHPOPMAIIUIO B IENIAX €€ JOObIBAHUS, YHUUYTOKEHUS, UICKAKCHHS U OJIOKUPOBAHUS
JocTyma K nH(popMaIum, a TaKKe pearupoBaHUe Ha 3TH JACUCTBHUS.

20.8. MepbI 10 KOHTPOJTIO (aHAIH3Y) 3AIIAIICHHOCTH HHPOPMAITUHU JIOJKHBI 00€CIIeYBaTh KOHTPOJIh
YPOBHS 3allMIICHHOCTH WH(GOpMAIIUU, COJepKalieiics B WH(OOPMAIMOHHONW CHCTEME, ITyTeM
MPOBEACHUSI MEPONPHUATHH 10 aHAIKW3y 3allUIIeHHOCTH WH(MOPMAIIMOHHON CHUCTEMBI U
TECTHPOBAHUIO €€ CUCTEMBbI 3alIUThl HH()OPMAIIHH.

20.9. Mepsl 0 00€CTIEUECHUIO 1IETOCTHOCTH MH(POPMAIIMOHHON CUCTEMBbl U WH(GOPMAIUU JIOJKHBI
obecrieunBaTh OOHapyXeHHE ()aKTOB HECAHKIIMOHMPOBAHHOTO HApYIIEHUS  LEJOCTHOCTH
MH(OPMALIMOHHONW CUCTEMBI W coJepikauleiics B Hell MHpopmaluu, a Takke BO3MOXKHOCTb
BOCCTaHOBJICHUS! HTH(POPMAIIMOHHOM CUCTEMBI U coJeprKalielics B Hel nHpopMaIuu.

20.10. Meps!I o o0ecriedyeHn o JOCTYITHOCTH HH(OpMalli T0JKHBI 00ecrieunBaTh aBTOPHU30BaHHbIN
TOCTYI TIOJIb30BATENECH, MMEIONINX TMpaBa 10 TaKOMY AOCTYIy, K MH(POpPMAaNNHU, CoJepKaieics B
WHPOPMAIMOHHON CHCTEME, B IITATHOM peKuMe (HYHKIIMOHUPOBAHUS HHPOPMAITMOHHOW CUCTEMBI.

20.11. Meppl mo 3ammuTe cpeabl BUPTyalW3alUHM JOHKHBI HCKIIOYATh HECAHKIIMOHHPOBAHHBIN
nocTyn K uHpopmanuu, oOpabaTbiBaeMoil B BUPTYalbHOW MHPACTPYKTYpe, U K KOMIIOHEHTaM
BUPTYaIbHOU HHPPACTPYKTYPHI, @ TAK)KE BO3A€HCTBUE HA MHPOPMAIIUIO U KOMIIOHEHTBI, B TOM YHCIIe
K CpelICTBaM YIIpaBJiCHUs] BHUPTyadbHOM HHQPACTPyKTYypOHd, MOHHUTOPY BHPTYaJbHBIX MAIIUH
(TunepBU30py), CUCTEME XpPaHEHUs JAaHHBIX (BKJIIOYas CUCTEMY XpaHEHHUs 00pa3oB BUPTYaJIbHOU
UHQPACTPYKTYpbI), CETH MepeAayd AAHHBIX dYepe3 3NIEMEHThl BUPTYalbHOHM WIH (PU3HUECKOH
MHQPACTPYKTYPbI, TOCTEBBIM ONEPALMOHHBIM CUCTEMAaM, BUPTYaJIbHbIM MalluHaM (KOHTEWHepam),
CUCTEME U CETH PEIUIMKALlMM, TEPMUHAJIBHBIM U BUPTYaJbHBIM YCTPOWCTBAM, & TAKXKE CHUCTEME
PE3EPBHOTO KONMPOBAHMS U CO3/1aBAEMBIM €0 KOIIHSM.

20.12. Mepsl 10 3aIIUTE TEXHUYECKUX CPEACTB JOJLKHBI UCKII0YATh HECAHKITMOHUPOBAHHBIN JTOCTYII
K CTalMOHAapHBIM TEXHUYECKUM CpelcTBaM, oOpalaThIBalOIMM HH(GOPMAIUIO, CPEICTBAM,
obecreunBaronuM GyHKITHOHUPOBAHKUE HH(DOPMAITMOHHOM CUCTEMEI (Jjajiee - CpeacTBa 00eceueHus
(YHKIIMOHUPOBAHUS), ¥ B TIOMEIICHUS, B KOTOPBIX OHHU IIOCTOSIHHO PAacCIIOJIOKEHBI, 3allUuTy
TEXHUYECKUX CPEJICTB OT BHEITHUX BO3JICHCTBHIA, a TAKXKE 3alIUTY WH(POPMAIIMH, TIPEACTABICHHOH B
BUJIc HH()OPMATHBHBIX dJICKTPUYCCKUX CUTHAJIOB U (PHU3UYECKUX MOJICH.

20.13. Mepsl 1o 3amuTe HHPOPMAITMOHHOM CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H M IIepeIaun JaHHBIX
JOJIKHBI 00ecTIeYnBaTh 3alUTy HHPOPMAIUK ITPU B3aUMOICHCTBUN HH(POPMAIIMOHHOW CUCTEMBI WU
ee OTAEIBHBIX CErMEHTOB c WHBIMU WH()OPMAITMOHHBIMHU cHCTEMaMU 5
MH(OPMALMOHHO-TEIEKOMMYHUKAIIHOHHBIMU  CETSIMU TIOCPEJICTBOM TNPUMEHEHHS] apXUTEKTYPhl
MH(POPMAITMOHHOW CHUCTEMBI, TPOEKTHBIX PEIICHWH TI0 €€ CHUCTEeME 3aluThl HH}opMaImu,
HaIpaBJICHHBIX Ha 00ECTICUCHHE 3aIUThI HH(pOpMaIUy.

20.14. Mepsl mo 3amure WHGOPMAIMOHHON CHCTEMBI OT aTakK, HalpaBJIEHHBIX Ha OTKa3 B
0OCITy>)KUBaHUH, JOJDKHBI MPUHUMATHCS B OTHOLIEHHMM HH(POPMALMOHHOM CHUCTEMBI, MMEOIei
uHTeppecbl M CepBHCHl, K KOTOPbIM JIOJDKEH ObITh oOOecreyeH MOCTOSIHHBIM JOoCTyn Wu3
MH(GOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM cetn "MHTepHeT" (nanee - ceth "MHTepHET"), 1 JOIDKHBI
npenycmarpuBath: (B pen. [Ipukaza ®CTOK PD or 28.08.2024 N 159)

a) BbIABJIEHUE MHTEp(deiicoB U cepBUCOB MH(OPMAIIMOHHON CHCTEMBI, K KOTOPHIM JOJKEH OBbITh
oOecrieyeH MOCTOSHHBIN AocTyn u3 cetu "MHTepHer", ompeneneHue HMX NPUHAIICKHOCTH U
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HasHauyeHus; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)

0) BbISBIEHUE IyOJMYHBIX CETEBBIX aJPECOB, 3apPETUCTPHUPOBAHHBIX 3a ONEPaTOpoM H (WIJIH)
MOJIydeHHBIX OT TpOBaiijiepa XOCTUHTA, W JIOMEHHBIX HMMEH, HCIOJIb3YeMbIX JUIi OOecTeYeHus
(GyHKIMOHMPOBAaHUS MH(GOPMAIIMOHHON CHUCTEMBI, ONpeeTeHne X HazHaueHus; (B pen. Ilpukaza
®CTOK PO ot 28.08.2024 N 159)

B) BBISIBJIGHHE M HWCKIIOYEHHE M3 HWHPOPMALMOHHOW CUCTEMbl HHTEP(EWCOB H CEPBUCOB
MH(POPMAIIMOHHBIX CHUCTEM, K KOTOpPBIM oOecriedeH poctyn u3 cetu "HHTepHer", myOIMYHBIX
CETEBBIX A/JPECOB U JOMEHHBIX MMEH, HE HCIIOJIb3YeMBIX Uil oOecrieueHus: (yHKUHOHUPOBAHUS
MHGOPMAIIMOHHON CUCTEMBI U (WJIM) MPUHAUICKHOCTh KOTOPBIX HEe ycTaHOBIeHa; (B pea. Ilpukasa
®CTOK PO ot 28.08.2024 N 159)

r) ¢dopMupoBaHue nepeyHsi pecypcoB cetu "HHTepHET", ¢ KOTOPBIMH MOKET B3aUMOJIEHCTBOBATH
nH(pOpMallMOHHAsT CUCTEMa, BKJIIOYAIOUIETO WCXOIAIIMM M BXOJSIIMNA CETEeBbIE IOTOKH, UX
XapaKTEPUCTUKH M UCIIOJIb3yeMble IPOTOKOJIBI (Jajiee - MaTpHila KOMMYHHMKAIMI HHPOPMAITMOHHOM
cuctemsl ¢ cethio "MUuTepHeT"); (B pen. [Ipukaza ®CTOK PD or 28.08.2024 N 159)

1) OIPENEJIEHUE CETEBBIX aJPECOB, C KOTOPBIMH JIOJDKHO OBITh OOECIIEYEHO B3aMMOJAEHCTBUE
MH(OPMALIMOHHON CHCTEMBI, (OPMUPOBAHUE CIUCKA PA3PEIICHHBIX CETEBBIX aJ[PECOB B YCIOBUSX
peaiM3allMM aTak, HallpaBJICHHbIX Ha OTKa3 B oOcmyxuBanuu; (B pea. Ilpukaza ®CTOK PD or
28.08.2024 N 159)

€) HCII0JIb30BaHHE MPOTPAaMMHBIX, POTPAMMHO-aNIapaTHBIX CPEICTB, 00ECTIEYNBAIOIIUX aHAINU3 U
(GUIbTPAIIUIO CETEBBIX 3aIPOCOB B COOTBETCTBUU C MaTpHlled KOMMYHUKAUUNA HWHOOPMALMOHHON
cuctemsl ¢ ceTbio "MHTepHeT" Ha MakCMMaJabHO BO3MOXHOW CKOPOCTH JIJIsl ATUX KaHAJIOB CBSI3H U
BO3MOXHOCTh OJIOKMpPOBaHUS CETEBBIX 3aPOCOB, 00JIAAI0NINX MPU3HAKAMHU aTaK, HallPaBJICHHBIX HA
OTKa3 B 00CIyXKMBaHUU, HA CETEBOM M MPHUKIATHOM YPOBHAX MH(POPMAIMOHHOMN CUCTEMBI; (B pea.
[Mpukaza ®CTOK PD ot 28.08.2024 N 159)

K) HaJIW4YWe ABYKPATHOTO pe3epBa MPOIYCKHOW CHOCOOHOCTH KaHAJOB TMepelaydl JaHHBIX
OTHOCHTEIIEHO 00hEMOB Tpa(uKa B yCIIOBUSX OTCYTCTBUS peaiM3alliy aTakK, HalPaBJICHHBIX HA OTKA3
B obcny:kuBanud; (B pex. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

3) HCMOJb30BaHHE MJAHHBIX, IOJYUYEHHBIX MPHU B3auMoOJeHCTBUM ¢ LleHTpoM MOHUTOpHHra u
YIPaBJICHUS CEThIO CBSI3U 001Iero noyibzoBanus <1.1>; (B pen. [Ipukaza ®CTOK PD ot 28.08.2024
N 159)

<1.1> Ilyukr 4 Ilonoxenus o LleHTpe MOHUTOpPUHIa W YIPABJICHUS CETHIO CBSI3U OOILEro
M0JIb30BAHUS, YTBEPKAEHHOro mnpukazoM Pockomuamzopa ot 31 wumrons 2019 r. N 225
(3apeructpupoBan  Mwuntoctom Poccun 22 Hos0ps 2019 r., perucrpammonHsiidi N 56583), ¢
W3MEHEHUSAMH, BHECEHHBIMU IpukazoM PockomHamzopa ot 24 ampens 2024 r. N 73
(3apeructpupoBan Muntoctom Poccum 6 mrons 2024 r., perucrpanuonasiii N 78486) (manee -
[Tonosxenue o Llentpe MmonuTopunra). (B pen. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

1) obecrieueHne XpaHeHHUsI B TEUCHHUE TPEX JIET Clieyromied nHpopMaIi o hakTax peann3ainn aTax,
HAMpaBJIEHHBIX HA OTKA3 B OOCIY)XHBAHHMHU: JaTa U BPEMsl Havyala U OKOHYAHUS pealn3aiii aTaKH,
tin arakd, o0beM (['OWUT/C, CETEeBBIX MAKETOB/C), TMEPEUEHb CETEBBIX aJPECOB, SIBISOIIHXCS
HCTOYHHKOM aTaK, W CETEBBIX aIpPECOB, MOJBEPKCHHBIX aTakaM, MPHHUMAaeMble Mepbl. (B pell.
I[Mpukaza ®CTOK PD ot 28.08.2024 N 159)
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21. Be16op mep 3amuThl HH(pOpMaIHK IS UX pealn3anuy B UHHOPMAIIMOHHOM CUCTEME B paMKax ee
CHCTEMBI 3alIUThI HH(OPMALIUN BKIIOYACT:

ompeneneHue 06a3oBoro Habopa Mep 3alUThl HMHGOPMAIMM JUIS YCTAaHOBJICHHOIO KJjacca
3alIUIIEHHOCTH WH(OPMAIIMOHHONW CHUCTEMBI B COOTBETCTBHU C 0Aa30BBIMH HAOOPaMHU Mep 3aIIHUTHI
nH(pOpMaINK, TPUBEICHHBIME B puiioxeHnd N 2 k HacTosuuM TpeGoBaHusIM;

amanTanuio  0azoBoro  Habopa  Mep  3amuThl  MHGOpPMAIMK  TPUMEHHTEIBHO K
CTPYKTYpHO-(DYHKIIHOHAIBHBIM XapaKTePUCTUKaM HH(POPMAIIMOHHOW CHCTEMBI, HH(POPMALIMOHHBIM
TEXHOJIOTUSM, OCOOCHHOCTSIM (YHKIIMOHHPOBAHHS HWH(POPMALMOHHOW CHUCTEMBI (B TOM YHCIE
IpeayCMaTPUBAIONIYI0 MCKIIOUCHHE M3 0a30BOro Habopa Mep 3amuThl HHGOPMAIMHU  MeEp,
HEMOCPEJCTBEHHO CBS3aHHBIX C HH()OPMALIMOHHBIMM TEXHOJIOTHSIMM, HE HCIIOJIIb3YEMBIMH B
MH(OPMALIMOHHONW  CHUCTEME, WM CTPYKTYpHO-(YHKIMOHAJIbHBIMU  XapaKTEPUCTUKAMH, He
CBOMCTBEHHBIMU MH(POPMALIMOHHOH cucTeME);

YTOYHEHHE aJalTHPOBAHHOTO 6a30BOro Habopa Mep 3alIUThl HHPOPMAIUK C YIETOM HE BHIOpaHHbIX
paHee Mep 3auIuThl HHPOPMAIIH, TPUBEICHHBIX B TpUiIokeHnu N 2 k HacTosmwM TpeOoBaHUsM, B
pe3ysbTaTe uYero ONpeAessoTCs Mepbl 3alluThl MH(pOpMaluu, obecreyuBarole OIOKHpOBaHHE
(HerTpanu3auoo) BceX yrpo3 0e30macHOCTH WHGOpPMAIMK, BKIIOYECHHBIX B MOJENIb YIpo3
6e30macHOCTH HH(pOpMALIHH;

JIOTIOJTHEHWE YTOYHEHHOT'O a/laiTUPOBAHHOTO 06a30BOro Habopa Mep 3aluThl UH(POpPMALIUU MepaMu,
ofOecreunBarOIMMU BBITIOJHEHHE TpeOoBaHUIl 0 3amuTe MHGOpPMAIUHM, YCTAaHOBJICHHBIMU HMHBIMU
HOPMAaTUBHBIMH TIPABOBBIMH aKTaMU B O0JIaCTH 3allUThl MH(OpPMAalUH, B TOM YHUCIE B 00NacTu
3alUTHI IEPCOHANBHBIX JAHHBIX.

Jns BbiOOpa Mep 3amuThl HHPOpPMAIMM Ui COOTBETCTBYIOIIErO Kiacca 3allUIIEHHOCTH
MH(OPMALIMOHHONW CHUCTEMBI TMPUMEHSIOTCS METOJIUYECKHEe JTOKyMEHThI, pa3paboTaHHbIE H
ytBep)kaeHHbie PCTOK Poccum B cooTBeTcTBMM € moamyHKToM 4 mnyHkta 8 Ilonoxkenust o
denepanbHON CIYy)KOE MO TEXHUYECKOMY M HDKCIIOPTHOMY KOHTPOJIO, YTBEPKIACHHOTO YKa3oM
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

22. B uH(pOpMaIMOHHOW CHCTEME COOTBETCTBYIOIIETO KJIacca 3alIMIICHHOCTH B PAMKaX €€ CHCTEMbI
3alIUThl WHPOPMALMU JIOJDKHBI OBITH pealM30BaHbl MEpbI 3alllUThl WH()OpMAIUK, BHIOpAHHBIC B
COOTBETCTBUU C myHKTOM 21 Hactosnmx TpeGoBaHuii W oOecrneuynBaromuye OJOKUPOBAHHE
(HeHTpaM3aIuio) Bcex yrpo3 6e30macHOCTH HHPOPMaIIUH.

[Ipu 5TOM B MHGOPMAIIMOHHOM CUCTEME JOJDKEH ObITh, KAK MUHUMYM, PEaJIN30BaH a1allTHPOBAHHBIH
0a30BpId HAOOp Mep 3amUThl WHGOPMALMK, COOTBETCTBYIOLIMH YCTAaHOBJIEHHOMY KIIAcCy
3aIUIIEHHOCTH UH(POPMAIIMOHHON CUCTEMBI.

22.1. B ciryJae eciu MepBbI 3aIUTHI uHpopmanuu, peanu3oBaHHbIE B
UH(QOPMAIIMOHHO-TEICKOMMYHHKAIIMOHHOH ~ MHPPACTPYKType LEHTpa O0OpaOOTKM  JIaHHBIX,
oOecrieunBarOT  ONOKMpPOBaHHME  Yrpo3  0e30macHOCTH  WH(OPMAIMM,  aKTyalbHBIX  JUIS
byHKIMOHMpPYIOmEH Ha ero 0a3ze MH(OPMALMOHHOW CHUCTEMBI, MPHHATHE IOMOJHUTEIBHBIX MeEp
3alIUThl HH(OPMAILIMU B JAHHOM MHPOpPMAaLMOHHON cucTeMe He TpeOyercs. [Ipu 3Tom noaHomMouns B
YacTH 3aIUTHl MHPOPMALIMK JOJKHBI OBITh pacIpeeNeHbl MeXKIY ONepaTopoM MH(OPMAIMOHHON
CHCTEMBl M OIEpaTopoM HH(POPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHON HH(PACTPYKTYyphl LIEHTpa
00paboTku gaHHbIX. (B pea. [Ipukaza ®CTIK PO ot 28.05.2019 N 106)

23. HpI/I HCBO3MOXHOCTH pCaJin3alluu B HH(bOpMaHHOHHOﬁ CUCTCMC B paMKax €€ CUCTCMbI 3allIATHI
HH(bOpMaIlHH OTACIBbHBIX BBI6paHHBIX MCP 3alllUThI I/IH(I)OpMaLII/II/I Ha 3Tanax agamnTainuu 0a30BOro
Ha6opa MCD 3alIUTBL I/IH(I)OpMaI_II/II/I HJIK YTOYHCHUSA aJalITHPOBAHHOT'O 0a30BOro Ha60pa MCD 3alIUThI
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nH(OpPMALIUA MOTYT pa3pabaThIBaThCsS WHBIE (KOMIIGHCHPYIONINE) MEphl 3allUThl HHPOPMAIUH,
oOecrieynBaroIye aeKBaTHOE OJIOKMpOBaHUE (HEUTpaIH3aInio) Yrpo3 0€30macHOCTH HHDOPMAITHH.

B sTOM ciiydae B xoje pa3pabOTKU CHCTEMBI 3allUThl MHPOPMALUU HH(POPMAIMOHHONW CHCTEMBI
JOJKHO OBITH MPOBEACHO 000CHOBAHKME NPUMEHEHHUSI KOMIIEHCUPYIOIUX Mep 3aIlUuThl HHPOpMAIUH,
a IHpu arreCTalMOHHBIX HCIBITAHUAX OLNCHCHA JOCTATOYHOCTHL W aJACKBATHOCTL JAHHBLIX
KOMITCHCHUPYIOIINX Mep IS OJIOKHPOBAHUS (HEHTpaIu3ayuu) yrpo3 6e301macHoCcTd HHGOpMAaInu.

24. Mepsbl 3ammThl UHPOPMALMU BBHIOMPAIOTCS M PEATH3YIOTCS B WH(POPMAIMOHHON CHUCTEME B
paMKax ee CHCTeMbl 3aIlUThl WHQPOpPMAIMKM C YYETOM Yyrpo3 0e30MmacHOCTH HH(pOpMaIH
MIPUMEHUTEIBHO KO BCEM 00BEKTaM U CyObEKTaM JIOCTyIa Ha anmnapaTHOM, CUCTEMHOM, ITPUKIIaTHOM
U CETEBOM YPOBHSX, B TOM UHUCIIE B CpPeJie BUPTyaIU3allMK U 00JauHbIX BHIYMCICHUI.

25. Opranu3allMOHHbIE MEPBI U CPEJCTBA 3aIIUTH UHPOPMALMH, TPUMEHSIEMbIE B HH(POPMaIIHOHHON
cucTeMe, IOJDKHBI obecrnieurnBath: (B pea. [pukaza ®CTOK PO ot 15.02.2017 N 27)

B MHQOpMAIMOHHBIX cUCTeMax | Kjacca 3alMIIEHHOCTH - 3allUTy OT Yrpo3 0e30MacHOCTH
nH(pOpMalKH, CBSI3aHHBIX C JEUCTBUSMHU HapyLIUTeNlel ¢ BBICOKUM NoTeHuuanom; (B pen. [lpukaza
®CTIK PD ot 15.02.2017 N 27)

B MH(MOPMAIMOHHBIX CHUCTEMax 2 Kjacca 3allMIIEHHOCTH - 3allUTy OT yrpo3 0e30MacHOCTH
nH(pOpMallUY, CBS3aHHBIX C JCHCTBUSMHM HapylIUTEJIeH C MOTEHLUMAJIOM HE HIKE YCHUJIEHHOTO
6azoBoro; (B pexa. [Ipukaza ®CTIK PD ot 15.02.2017 N 27)

B HMHQOPMAIIMOHHBIX CHUCTEMax 3 Kjacca 3alMIIEHHOCTH - 3allUTy OT YIrpo3 Oe30MacHOCTH
nH(pOpMaLIUHY, CBSI3aHHBIX C ACUCTBUSAMH HapyIIUTENEeH ¢ MOTEHIMAIOM He HUXKe 0a30BOro. (B per.
[Mpukaza ®CTIK PD ot 15.02.2017 N 27)

[Torennman HapymuTeneil onpenesnsieTcs B XOAE€ OIEHKHM HUX BO3MOXHOCTEW, MPOBOJMMOW MpHU
omnpeneseHur yrpo3 0Oe30macHOCTH WH(OpManud B COOTBETCTBHH C MYHKTOM 14.3 HacTOSIIMX
Tpebosanwii. (B pex. [Tpukaza ®CTOK PD ot 15.02.2017 N 27)

OneparopoM MOXET OBbITh NPUHATO pEIIeHHE O NPUMEHEHUH B HH(OPMALMOHHOW CHCTEME
COOTBETCTBYIOIIETO KJlacca 3aIIMIIEHHOCTH Mep 3allUThl UHPOpMAIH, 00eCIIeUNBAIOIINX 3AIUTY
oT yrpo3 Oe3zonmacHOCTH UWHGOPMALIMU, pPEATU3yeMbIX HAPYIIUTEIAMH C 0o0jee BBICOKUM
notenuanoM. (B pex. [lpukaza ®CTIK P ot 15.02.2017 N 27)

25.1. OpraHu3alliOHHbIE MEpbl, HANpaBJICHHbIE HA 3aIIUTy WH(OOPMALIMOHHOW CHUCTEMBI OT aTak,
HaIpaBJICHHBIX HA OTKa3 B 00CIy>KMBaHUH, I0JDKHBI perycMaTpuBath: (B pen. [Ipukaza ®CTOK PO
ot 28.08.2024 N 159)

a) B3aMOJICHCTBHE C TOCYAAPCTBEHHOM CUCTEMOW OOHApYKEHUs, MPEAYIPEKICHHS U JIUKBUIAIINU
MOCJIEJICTBUI KOMIIBIOTEPHBIX aTak Ha WH(opManroHHbIe pecypchl Poccuiickoit @enepanuu <1.2>;
(B pen. ITpukaza ®CTIK PD ot 28.08.2024 N 159)

<1.2>Iloanyskr "0" myHkra 2 Ykaza IIpesunenrta Poccuiickoit @enepannu ot 22 nexabpst 2017 r. N
620 "O coBepLICHCTBOBAaHUM TOCYAApPCTBEHHOM CHCTEMBbl OOHApyXeHHs, NPEAYNPEKICHUS U
JUKBUAALMU TOCTEICTBUM KOMIIBIOTEPHBIX aTak Ha HHGOpMalMOHHbIE pecypchl Poccuiickoii
®enepanun". (B pex. [pukaza ®CTIOK PD ot 28.08.2024 N 159)

6) B3aUMOJCHCTBHE B ABTOMATU3HUPOBAHHOM PCIKUME C HeHTpOM MOHUTOPHHTA U YIPABJICHUA CCTHIO
CBA3HU O6H_ICFO MoJp30BaHus <1.3> B paMKax HpOTHBO,Z[CfICTBHSI aTaKkaMm, HAITpaBJICHHBIM Ha OTKa3 B
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obciykuBanui; (B pea. [pukaza @CTIOK PO ot 28.08.2024 N 159)

<1.3> Ilynkt 5 Ionoxenus o Llentpe monutopunra. (B pea. Ilpukaza ®CTIK PO ot 28.08.2024 N
159)

B) B3aUMOJICHCTBHUE C MPOBANWIECPOM XOCTHUHTA WJIK OpraHU3aIMel, MPEOCTABIISIIONICH YCIYTH CBSI3H;
(B pen. [Tpukaza ®CTIK PD ot 28.08.2024 N 159)

I) OIpeneieHHE MOpsKa B3aMMOJEWCTBUS C IPOBAiIEpOM XOCTHHIa WJIM OpraHu3anuei,
MIPEIOCTABIISIIONIEH YCIYTH CBSI3U, IO COBMECTHOMY OJIOKHPOBAHUIO aTaK, HAIIPABJICHHBIX HA OTKa3 B
00CIyKMBAaHUU, U pPa3sTPAaHUYECHUIO 30H OTBETCTBEHHOCTH MpPH TaKOM OJOKUpOBaHUU; (B pEx.
[Mpukaza ®CTOK PD ot 28.08.2024 N 159)

1) obecriedyeHre NOCTyMHOCTU U3 ceTH "MHTepHeTr" mHTepdeiicoB U cepBUCOB MHPOPMAIIMOHHOM
CUCTEMBI, MOJJIEXKAIUX 3allliTe OT aTaK, HaNpaBJIEHHBIX HAa OTKa3 B OOCIYKHWBAaHUU, IO
COIJIACOBAHUIO CO CTPYKTYPHBIM IOJIPA3/EIECHUEM, CIIEHHATUCTaMU 0 3alUTe UH(YOPMALMH 110CIIe
MNPUHATHS MEpP MO0 KOHTPOJIO M (DUIBTpAllMM HCXOJSIIET0 M BXOJSIIET0 CETeBOro Tpaduka B
COOTBETCTBUU C MaTpUIllell KOMMYyHUKalMi HH(GOPMAIIMOHHOMN cucTeMBl ¢ ceThio "UHTepHet"; (B pea.
[Tpukaza ®CTOK PD ot 28.08.2024 N 159)

e) BO3MOIKHOCTb pa3MeneHHs HH(OPMATMOHHOU CUCTEMBI B
WH()OPMAIHOHHO-TEJICKOMMYHHKAITAOHHO N HHPPACTPYKTYpE poBaiiiepa XOCTHHTA,
00eCTIeYMBAIOIIETo 3aIIUTY OT aTaK, HAIPaBJICHHBIX HA OTKa3 B 00CITY)KHBaHUH, WIIN OCYIIECTBICHUE
3a00UThl  WHPOPMAIMOHHBIX CHUCTEM IIyTeM I[IepeHANpaBiIeHUs ceTeBoro Tpaduka Ha
MPOrpaMMHO-AIMapaTHBIE CPEICTBA OpraHU3allMH, OKa3bIBAIOIIEH YCIYyrH 10 KOHTPOJIO,
GWIBTpauu ¥ OJOKMPOBAHUIO CETEBBIX 3AIPOCOB, OOJIAIAIONINX TPU3HAKAMH aTaK, HAIPABICHHBIX
Ha OTKa3 B OOCIY)KMBaHUHM, TIPU OTCYTCTBHH TEXHUYECKOW BO3MOXHOCTH Yy oOIlepaTopa
CaMOCTOSITEIILHO OPTaHU30BaTh 3aIUTY HH()OPMAIIMOHHBIX CHCTEM OT aTakK, HalpaBJICHHBIX Ha OTKa3
B obcny:kuBanu. (B pea. Ilpukaza ®CTOK PO ot 28.08.2024 N 159)

25.2. llporpammHO-anmapaTHble CpPEICTBA, HCIHOJb3YeMble [UIsl OCYIIECTBICHUS KOHTPOJI,
¢bunbTpanuu U OJIOKUPOBAHUS CETEBBIX 3aIPOCOB, 00IAAIONINX IPU3HAKAMU aTaK, HAllPaBJIEHHBIX
Ha OTKa3 B 00CITyKUBAaHUH, IOJIKHBI OBITH pacoyioKeHbl Ha Tepputopun Poccuiickoit @enepanuu. (B
pen. Ilpukaza ®CTOK PD ot 28.08.2024 N 159)

26. Texnudyeckue Mephl 3alIUTHI MHPOPMAIMHU PEATU3YIOTCS MOCPEACTBOM IMPUMEHEHUS CPEJICTB
3aIUThl KH()OPMALIUY, B TOM YHUCIIe TPOTPAMMHBIX (MIPOTPaMMHO-AMIAPATHBIX) CPEICTB, B KOTOPBIX
OHH pealln30BaHbl, UMEIOLUX HeoOxoaumbie GyHKIMN OezonacHoctu. [lpu stom: (B pea. [Ipukaza
®CTIK PD ot 15.02.2017 N 27)

B MH(OPMAIMOHHBIX CHCTeMax | Kiacca 3allWIIEHHOCTH NPUMEHSIOTCS CPEACTBA 3allUThI
uH(OpMaIMK He HUKE 4 Kilacca, a TakKe CPEeJICTBA BHIYMCIUTEIBLHON TEXHUKH He HIKe 5 Kiacca; (B
pen. IMpukaza ®CTIK PD ot 15.02.2017 N 27)

B HMHGOPMAIMOHHBIX CHCTEMax 2 Kiacca 3allUIIeHHOCTH MPUMEHSIOTCS CPEICTBA 3allUThI
uHpOpMAIIMK He HIDKE 5 Klacca, a TAKXKe CPECTBA BHIYUCIUTEIbHOM TEXHUKN HEe HIKE 5 Kiacca; (B
pen. IMpukaza ®CTIK PD ot 15.02.2017 N 27)

B HH(OPMAIMOHHBIX CHCTEMaxX 3 Kiacca 3allUIICHHOCTH MPUMEHSIOTCS CPEACTBA 3allUThI
uHdopmaru 6 Kimacca, a TaKKe CPEACTBA BBHIUMCIUTEIBHON TEXHHUKH HE HIDKE 5 Kiacca. (B pej.
[Mpukaza ®CTOK PD ot 15.02.2017 N 27)
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B undpopmanmonHsix cucremax | Kiacca 3alUIIEHHOCTH MPHUMEHSIOTCS CepTU(UIMPOBAHHbIC
CpeAcTBa 3amuThl HH(GOpPMAIMK, COOTBETCTBYIOLIME 4 WK 0ojiee BBHICOKOMY YPOBHIO JoBepus. B
WH(GOPMAIMOHHBIX CHCTEMax 2 Kiacca 3allUIIEHHOCTH MPUMEHSIOTCS CepTU(UIIMPOBAHHBIC
CpeAcTBa 3amuThl HH(GOPMAIMK, COOTBETCTBYIOLIME 5 WK 0ojiee BHICOKOMY YPOBHIO JoBepus. B
MHGOPMAIIMOHHBIX CHCTeMax 3 Kiacca 3allUIIEHHOCTH MPHUMEHSIOTCS cepTU(UIMpOBaHHbIE
CpEICTBa 3alUThl MHPOPMAIMH, COOTBETCTBYIOIIME 6 MM OoJiee BHICOKOMY YPOBHIO J0Bepus. (B
pen. IIpukaza ®CTOK PD ot 28.05.2019 N 106)

Kraccsl 3amuTsl 1 ypOBHU JIOBEpUsl ONPEAEISAIOTCS B COOTBETCTBUHM ¢ HOPMATUBHBIMU IPABOBBIMU
aktamu @CTOK Poccun, n3nanHpiMH B COOTBETCTBUM ¢ NoAnyHKTOM 13.1 myHkra 8 Ilosoxxenus o
@enepaibHON CiIy)k0€ 0 TEXHUYECKOMY M JKCHOPTHOMY KOHTPOJIIO, YTBEPXKAECHHOIO YKa30M
[Ipesunenta Poccuiickoit @eneparuu ot 16 aBrycra 2004 r. N 1085. (B pex. [IpukazoB ®CTIK PO
ot 15.02.2017 N 27, ot 28.05.2019 N 106)

B uHbOpManmuMOHHBIX  cHCTEMax  NPUMEHSAIOTCS ~ CPEACTBA  3allluThl  MHQpOpMAIH,
cepTu(UUIMPOBAaHHBIE HAa COOTBETCTBUE 00s3aTelNbHBIM TpeOOBaHMSAM 1O  0€30MacHOCTU
nndopmanuu, ycranopieHHIM @CTOK Poccun, unm Ha COOTBETCTBHE TPEOOBAHUSM, YKa3aHHBIM B
TEXHUYECKUX YCIOBMSX (3aaHusx mo Oe3zomacHocTH). [Ipu 3ToM GyHKIMHM G€30MaCHOCTH TaKUX
CPEICTB JIOJKHBI 00eCIeunBaTh BbINOJIHEHUE HacTosuux Tpebosanuil. (B pea. [lpukaza ®CTOK PO
ot 15.02.2017 N 27)

26.1. Ilpy mpoeKTHpPOBAaHMM BHOBbH CO3JAaBAEMbIX HWJIM MOJIEPHUZUPYEMBIX HH(POPMAIMOHHBIX
CUCTEM, HMEIOIMX JocTynl K cetd "HMHTepHer", NOMKHBI BBIOMPATHCS MAapIIPYTU3ATOPBI <2>,
cepTuUIIMPOBAHHBIE HAa COOTBETCTBHE TPEOOBAHMSIM IO Oe30MacHOCTH HWHGOpMAnuu (B YacTH
peann3oBaHHBIX B HUX (yHKIMHA Oe3omacHocTH). (B pen. Ilpukazop ®CTIOK PD ot 28.05.2019 N
106, ot 28.08.2024 N 159)

<2> [lynkrt 4 raassl 11 Knaccudukamnum cpeacTB mporpaMMHOTO, TEXHUIECKOTO obecrieueHus, padboT
u ycayr (mpunokenue N 2 k  MeToAWMYECKHMM yKa3aHUSIM IO OCYIIECTBJICHHUIO YydYeTa
MHOOPMALIMOHHBIX ~ CHUCTEM M KOMIIOHEHTOB  MH(MOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM
MH(PPACTPYKTYpPHI, YTBEPKACHHBIM MpHUKa3oM MunHkoMcBs3u Poccun ot 31 mas 2013 r. N 127). (B
pen. Ilpukaza ®CTOK PD ot 28.05.2019 N 106)

27. B cnyuae 06paboTku B MHGOPMAITMOHHON cUCTeMe MH(OpMaIK, coaeprKaliel epcoHaaIbHbIe
JaHHBIC, peaTU3yeMbI€ B COOTBETCTBUH C IMyHKTaMH 21 u 22 HacTosmux TpeOGoBaHM MEPHI 3alTUTHI
nHpOopManuu:

g uHGOpPMalMOHHON cUcTeMbl | Kjacca 3aluineHHOCTH obecreunBaroT 1, 2, 3 u 4 ypoBHH
3aIMIIECHHOCTH IEPCOHAIBHBIX JaHHBIX <1>;

<1> YcraHaBiaMBaeTCs B COOTBETCTBUM C TpeOOBAHUAMM K 3alUTE NEPCOHAIBHBIX JTaHHBIX MPHU UX
o0paboTke B HMHGOPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX  JAHHBIX, YTBEpKJICHHBIMHU
nocraHoBieHueM IIpaBurtensctBa Poccuiickoit @eneparun ot 1 Hos6ps 2012 1. N 1119.

Ui MHQOPMAIIMOHHOW CHUCTEMBI 2 Kjacca 3allUIIeHHOCTH obOecrneuuBaioT 2, 3 U 4 ypoOBHH
3aIUIIEHHOCTH MEPCOHATBHBIX TaHHBIX <*>;

s WHGOPMAIMOHHON cHUCTeMbl 3 Kiacca 3alllMIIeHHOCTH obecnedynBaroT 3 U 4 YpOBHH
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3alIUIIEHHOCTH MEPCOHATBHBIX JAHHBIX <*>;

Ao63ar nsaTeiid. - UckmroueH. (B pex. [Mpukaza ®CTOK PD ot 15.02.2017 N 27)

28. Ilpu ucnonb30BaHUK B MH(POPMAITMOHHBIX CUCTEMAaX HOBBIX WH(OPMAIIMOHHBIX TEXHOJIOTHH H
BBISIBJICHUH JIOTIOJTHHUTEIIBHBIX Yrpo3 0e30MacHOCTH MH(YOPMALUH, JUIS KOTOPBIX HE OIpeaesiCHBI
MEpBbI 3aIIUTHl HHPOPMAITUH, JOIDKHBI Pa3padaThIBaTHCS KOMIIEHCHPYIOUIHE MEPHI B COOTBETCTBHH C
MyHKTOM 23 HacToAmux TpeboBaHUil.

Ipunoscenue N 1

k Tpebosanuam o 3awume ungopmayuu,

He cocmassawell 20cy0apcmeeHy0 matity,
cooeparcawelics 8 20Cy0apCmeEeHHbIX

qubOpMal{HOHHblx cucmemax

OINNPEJAEJEHHUE KJIACCA 3AIIIMINEHHOCTH
UH®OPMAIIMOHHOHN CUCTEMBI

(8B pen. [Mpukaza ®CTIK PD ot 15.02.2017 N 27)

1. Knacc 3amumienHocta uHpopmarmonHoi cucreMbl (nepBoiid kimacce (K1), Bropoit kmacce (K2),
tpetuii kimacc (K3)) ompenensercs B 3aBUCMMOCTH OT ypPOBHS 3HauMMOCTH uHpopmaruu (Y3),
oOpabaTeiBacMOil B 3TOM WH(OPMAITMOHHOW cHUCTeMe, W MacimTabda MH(POPMAIMOHHON CHCTEMBI
(penepanbHbIi, perHoHaANBHBINA, 00beKTOBBIN). (B pe. [Ipukaza ®CTOK PD ot 15.02.2017 N 27)

Knacc 3amumennoctu (K) = [ypoBeHbs 3Ha4MMOCTH MHGOPMAIMH; MACIITA0 CUCTEMBI |.

2. VYpOBEHb 3HAUYUMOCTH WH(POPMALUU OTPEACIACTCS CTEINEeHBI0 BO3MOXKHOTO yiiepOa s
obnmamatens wHbopmaruu (3akazuuka) U (WIM) orepaTopa OT HapyHIeHUsS KOHQPHUICHIIMATLHOCTH
(HeTIpaBOMEpHBIC JIOCTYII, KONMPOBaHUE, MPEJIOCTABICHUE HIIM PACIpPOCTPAHEHHE), IEIOCTHOCTH
(HerIpaBOMEpHBIC YHHUYTOXKEHHE WJIM MOIU(DUIMPOBAHKWE) WM JOCTYIMHOCTH (HEIpaBOMEPHOE
0JIOKMpOBaHKE) HHPOPMAIIUH.

V3 = [(koH(}UAECHINATHHOCTD, CTENEHb yIiepOa) (LeJIOCTHOCTh, CTENeHb yiiep0a) (IOCTYMHOCTS,
CTeneHb yiiepoa)],

I/Ie CTeTIeHb BO3MOJKHOTO yiepOa omnpenensercs obnanateneM nHGopMauu (3aka3uukoM) U (UITH)
OTIEpaTOPOM CaMOCTOSITEIHHO IKCIIEPTHBIM UM UHBIMU METOJAMH U MOKET OBITh:

BBICOKOW, €CIIM B pe3y/lbTaTe HapyIIeHWs OJHOTO M3 CBOMCTB 0€30MacHOCTH WHGOpMaIuu
(koHGUACHIINATBHOCTH, LEIOCTHOCTH, JOCTYMHOCTH) BO3MOKHBI CYIIECTBEHHBIE HETaTHBHbBIC
MOCJICJICTBUSL B COIMAIbHOM, MOJUTUUYECKOM, MEKIYHAPOIHOM, SKOHOMHUECKOHN, (PMHAHCOBON WM
MHBIX 00JacTAX AeATeNbHOCTH U (Win) uH(popMalmoHHas cucteMa U (uiu) oreparop (obramatens
nH(OpPMAIIUK) HE MOTYT BBITIOJIHATH BO3JIOKEHHBIC HA HUX (DYHKIIUU;
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CpeaHed, eciu B pe3yibTaTe HApYLICHHs OJHOr0 U3 CBOMCTB 0Oe3omacHOCTH WHGPOpPMALUU
(kOH(UIEHINANBHOCTH, LEJIOCTHOCTH, JIOCTYIIHOCTH) BO3MOKHBI ~YMEPEHHBIE HETaTHUBHBIC
MOCIIE/ICTBUS B COLMAIBHOM, MOJUTHYECKON, MEKIYHAPOIHOM, SKOHOMHUECKOH, (PMHAHCOBOW WM
MHBIX 001acTAX JeATeNbHOCTH U (Win) uHpopMalnoHHas cucTeMa U (Wiu) oneparop (oOmagarens
nH(pOpMAIIMN) HE MOTYT BBITIOJHSTH XOTS OBl OJTHY U3 BO3JIOKEHHBIX HA HUX (DYHKIIMI;

HU3KOH, ecliM B pe3yiabTare HapymIeHWs OJHOTO W3 CBOWCTB 0e30macHOCTH HH(pOpMAIH
(koH(pUIEHIINANTBHOCTH, LEJIOCTHOCTH, IOCTYIMHOCTH) BO3MOKHBI HE3HAYMTEIBHBIC HETraTUBHBIC
MIOCIIE/ICTBUSL B COLMAIIBHOM, MOJMTUYECKON, MEKTYHAPOTHON, IKOHOMHYECKOW, (DMHAHCOBOW WIIH
WHBIX 00J1acTIX JeATeIbHOCTH U (W) HH(pOpMAaIMOHHAas cucTema u (Wim) oreparop (obiamaTensb
nHbOpMAIMK) MOTYT BBIIIOJHATH BO3JIOKEHHbIE Ha HUX (YHKIMM C HEZOCTaTOYHOU
3¢ (GEKTUBHOCTHIO WIH BHINOIHEHHE (DYHKIMI BO3MOXKHO TOJIBKO C MPUBICYEHUEM JONOJHUTEIbHBIX
CHJI U CPEJICTB.

Nupopmanust umeeT BHICOKHI ypoBeHb 3HaUUMOCTH (Y3 1), ecau XoTs ObI sl OTHOTO U3 CBOMCTB
Oe3onacHOCTH HMHpOpManuu (KOH(PUICHINAIBHOCTH, LEJIOCTHOCTH, NOCTYIHOCTH) OIpeesieHa
BBICOKasl cTeneHs yuepoa. Mapopmarus numeer cpeannii ypoBeHb 3HauuMoCTH (Y3 2), ecii XOTs Obl
JUIs OJIHOTO W3 CBOMCTB Oe3omacHOCTH HHMopManuu (KOHQHUAESHIUATbHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH) OIpE/ETeHa CPeHsAs CTENeHb ymepOa M HET HU OJHOTO CBOMCTBA, AL KOTOPOTO
oTpejiesieHa BbICOKasl CcTerneHb yiiepOa. MHpopmaius uMeer HU3KUl ypoBeHb 3HaUuUMOCTH (Y3 3),
€clii s BCeX CBOMCTB Oe3omacHOCTH HHQOpManuu (KOH(DUIEHIIMAIBHOCTH, II€JIOCTHOCTH,
JOCTYITHOCTH) OTIPE/IEICHbI HU3KHE CTENEHH yiepoa.

Ao63arr cepMoit. - ckmoden. (B pea. [Ipukaza ®CTIK P® or 15.02.2017 N 27)

[Tpu o6paboTke B MHMDOPMAIIMOHHON CHCTEME JBYX U OoJiee BUIOB HHGopMaIuu (CayxeOHas TaiiHa,
HaJIOroBasg TallHa W WHBIE YCTaHOBJICHHBIE 3aKOHOJATeNbcTBOM Poccuiickoit denepanuu BUIbI
“H(pOpMaNUU OTPaHUYCHHOTO JOCTYIa) YPOBEHb 3HAYUMOCTH HH(popManuu (Y3) omnpenensTcs
OTIENbHO Ui KaXJoro Bujaa HHpopMmanuu. WTOroBelld ypoBeHb 3HAUMMOCTH HH()OpPMAILIHH,
oOpabaTeiBaeMOli B MH(POPMAIMOHHOMN CHCTEME, YCTAaHABJIMBAETCS IO HAMBBICHIMM 3HAUYCHUSM
CTETNIEHH BO3MOXHOIO ymiep0a, OIpeneieHHbIM s KOH(QUACHUHUAIbHOCTH, LIEJIOCTHOCTH,
JOCTYIHOCTH MH(POPMAIMH KaXKJI0TO BU1a MH(OOPMALIUH.

3. Undopmannonnas cucremMa umeer QenepanbHblii MacmTad, ecid OoHAa (PYHKIMOHHpPYET Ha
teppuropun Poccuiickoit @enepanuu (B npenenax QeaepalbHOrO OKpyra) U MMEET CErMEHTHI B
cyobekTax Poccuiickoit @denepanuu, MyHUIIUIATBHBIX 00pa30BaHUAIX U (M) OpraHu3alusiX.

NudopmanronHas cuctemMa HMeeT peruoHaibHbIA MacmTald, ecid oHa (YHKIMOHHpPYET Ha
Tepputopun cyobekta Poccuiickoit Denepalii U UMEET CETMEHThI B OJHOM WIJIM HECKOJIbKUX
MYHHIIMIATBHBIX 00Pa30BaHUIX U (UIIU) MTOABEIOMCTBEHHBIX U MHBIX OpraHU3alMsIX.

Nudopmanronnas cucreMa uMeeT 0ObEKTOBBIN MacmiTad, ecinu oHa PyHKIMOHUPYET Ha 00BEKTaX
0JIHOTO (pesiepaTbHOro OpraHa rocy1apCcTBEHHOMN BIIACTH, OpraHa roCyJapCTBEHHOM BIIaCTH CyObEeKTa
Poccuiickoit ®enepanuu, MyHULIUINAILHOTO OOpa3oBaHMs M (WJIM) OpPraHU3allMd W HE HMEeT
CETMEHTOB B TEPPUTOPHAIBHBIX OpraHax, MpeICTaBUTENIbCTBAX, (hUIHaNaX, MOJBEJOMCTBEHHBIX U
WHBIX OpraHU3aIHsIX.

4. Knacc 3alllUIICHHOCTHU HHq)OpMaHHOHHOﬁ CHUCTCMBI OIIPECACIIACTCA B COOTBETCTBHUU C Ta6JII/ILIeI>'12

(B pen. IIpukaza ®CTIK P ot 15.02.2017 N 27)

| VpoBens 3naunmMocTy | Macutab HHPOPMALIMOHHOM CUCTEMBI
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nHbopManun ®denepalibHbII PernonanpHelii OOBEKTOBBIN
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

Ipunoowcenue N 2

k Tpebosanuam o 3awume ungopmayuu,

He cocmasnsauell 20Cy0apCmeeHHy0 matity,

cooeparcaweiics 8 20Cy0apCmeeHHbIX

qubOpMal{HOHHblx cucmemax

COCTAB MEP 3AIIIUTHI UTHOOPMAILIUU U UX
BA30BBIE HABOPBI JIUISI COOTBETCTBYIOLIEI'O
KJIACCA 3AIUINEHHOCTU UH®OPMALIMOHHOHN

CUCTEMBbI

(B pen. [Mpukaza ®CTIK PD ot 15.02.2017 N 27)

VYcnoBHOE
o0o3HaueHue u
HOMEP MEPHI

Meps! 3aiuTsl HHGOPMAIUHU B
MH(OPMALIMOHHBIX CHCTEMAX

Kinaccel 3amuie HHoCcTi
WH()OPMAITMOHHON CUCTEMBI

3 |

2 | 1

I. Uneutn

¢dukamus 1 ayreHTUGUKAIU CyObeKTOB A0CTyna U 00beKkTOB qocTymna (MAD)

NAD.1

N nentndukanus u ayreHTHGUKAIISL
110JIb30BATENICH, SIBITIONINXCS] paOOTHUKAMHU
oreparopa

+

+

+

NAD.2

N nentudukanus u ayreHTHGUKAIISL
[YCTPOWCTB, B TOM YHCJIC CTAI[HOHAPHBIX,
MOOWIJIBHBIX M IOPTATUBHBIX

NAD.3

'Ypasiienue uaeHTu(GUKaTopaMu, B TOM
4Kclie CO3JaHKe, TPUCBOCHUE, YHUUTOKEHUE
MICHTU()UKATOPOB

NAD.4

'YrpaBneHue cpecTBaMu ayTeHTU(HKALIUH,
B TOM YHCJIe XpaHEHHE, BbI1aya,
MHHULIATTN3a1us], OJIOKUPOBAaHHUE CPEICTB
ayTeHTH()UKAIIMK U IPUHATHE MEp B CiIydae
yTpaThbl ¥ (MJIM) KOMIPOMETALUH CPEJICTB
ayTeHTHU()UKAITUU

NAD.5

3amrTa 0OpaTHON CBSI3U MPU BBOJIE
ayTeHTU(UKAMOHHOM HHpOpMaLuu

NAD.6

MneHTudukanys u ayTeHTU QUKL
[0JIb30BaTeseH, He ABISIOIINXCS
[pabOTHHKAaMU oreparopa (BHEIIHUX

MOJIb30BaTelNeil)
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NAD.7 MnenTudukanys u ayTeHTU UKL
00BEKTOB (hailIOBOI CHCTEMBI, 3aITyCKaeMbIX
M MCTIOJHSEMbBIX MOYJICH, 00BEKTOB CHCTEM
yIIpaBlieHUs1 0a3aMH JJAHHBIX, 00BEKTOB,
CO3/1aBaeMBbIX MIPUKJIATHBIM U CIICIIHATBEHBIM
[POrPaMMHBIM 00ECIICUCHUEM, HHBIX
00BEKTOB JOCTYyNa

II. YnpaBnenue nocrynom cyObeKkTOB ocTymna K oobextam gocryna (YIIJI)

YIII.1 'YrpaBnenue (3aBeieHUE, aKTUBALINS, + +
0JIOKMPOBAHKUE U YHUYTOXKEHUE) YICTHBIMHU
3aIMCSAMU IT0JIB30BATEICH, B TOM YHCIIE
BHEIITHHUX TT0JIE30BaTeIICH

YIIJ1.2 Peanm3anus HEOOXOMMBIX METOJIOB + +

(IMCKpeMOHHbBIN, MAaHIATHBIN, POJIEBOM WIIN

MHOM METO), TUMOB (UTEHUE, 3aMKCh,

BBITIOJIHEHUE WJIM MHOM THIT) U IIPABUII
a3rpaHUyeHMs TOCTyNa

VII/A.3 Ypasnenue (GpuibTpanus, MappyTu3anus, [+ +
KOHTPOJIb CO€IMHEHUH, OTHOHAIIpaBJICHHAs
fepeiaya v MHbIE CTIOCOOBI YIIPaBICHHUS)
H(OPMALIMOHHBIMU TOTOKaMU MEXTY
[yCTpOMCTBaMHU, CETMEHTaMH
H(GOPMALIMOHHOM CUCTEMBI, a TAKXKE MEKIY
H(OpPMaIMOHHBIMH CUCTEMaMU

VI1/1.4 Paznenenne moaHOMOUMH (poJiei) + +
[0JIL30BATEIICH, a/IMUHICTPATOPOB H JIHII,
oOecreunBaronux GyHKIIMOHUPOBAHHE
MH(POPMAITMOHHON CUCTEMBI

VIII.5 Ha3zHaueHne MUHUMAaJIBHO HEOOXOIUMBIX + +
MpaB U MPUBUJICTHIA ITOJIH30BATEIISM,
AQIMUHUCTpATOPaM U JIUIIAM,
oOecrieunBaronuM (HYHKIIMOHUPOBAHUE
MH()OPMAITMOHHOW CHCTEMBI

YIIJI.6 OrpaHuyeHHe HEYCNEIIHbIX MONBITOK BXoAa |+ +
B MH()OPMALIMOHHYIO CUCTEMY (JIOCTYIIa K
MH()OPMAITMOHHOM CHCTEME)

YIL.7 [IpenynpexacHue moJib30BaTells pyU €ro
BXO/JI€ B UH(POPMAITHOHHYIO CUCTEMY O TOM,
4TO B MH(OPMALIMOHHON CHUCTEME
[peaIM30BaHbl MEPHI 3aIIUTHI UH(pOPMALINU, U
0 HE0OXOIMMOCTH COOIIOACHUS UM
[YCTaHOBJIEHHBIX OIIEPATOPOM ITPABUII
00paboTkK HHGOpMALIUU

VIII.8 OmnoBelnicHNUE MOJIb30BaTEIIS IOCTIE
[YCIIEIITHOTO BXOJa B MHPOPMAIIMOHHYIO
CHUCTEMY O €ro MPebIIyIEM BXOJE B
MH()OPMAIIMOHHYIO CUCTEMY

YIT/.9 OrpanndeHue ynciia napauiebHbIX CEaHCOB




OCTYIA U1 KaKI0M YYETHOU 3alluCU
10J1b30BaTENs] HHOOPMAITMOHHON CHCTEMBI

VII/L10

biokupoBaHue ceaHca I0CTyma B
H(GOPMAIIMOHHYIO CUCTEMY T1OCIIe
[YCTaHOBJIEHHOTO BpeMEHH 0e3/1eHCTBuUs
(HEaKTUBHOCTH) MOJIb30BATEIIS WU 10 €r0
3arpocy

VI 11

Paspenienue (3amnper) AecTBUMA
110J1630BAaTEIIEH, Pa3pEIICHHBIX 10
MICHTH(QHUKAINY U ayTeHTHPUKAINN

VI 12

[loanepkka U coxpaHeHue aTpuOyToB
0e30MacHOCTH (METOK 0€3011acCHOCTH),
CBSI3aHHBIX ¢ MH(OpMaIel B IIpoliecce ee
XpaHeHUs] 1 00pabOTKH

VI 13

Peanu3anus 3alUIIEHHOTO yIAIEHHOTO
ocTyna cyObeKTOB JIOCTyNa K 00beKTaM
IOCTyIa yepe3 BHEIIHNE
H(GOPMAITMOHHO-TEJICKOMMYHUKAITMOHHBIC
ceTn

VII/1.14

PernameHTalus ¥ KOHTPOJIb UCTIOIb30BaHUS
B HH(GOPMAIIMOHHON CUCTEME TEXHOJIOTUI
0eCIpOBOJIHOTO JIOCTYMA

+

VIIJL.15

PermameHTaIus 1 KOHTPOJIb UCIOJIB30BAHUS
B MH(GOPMAIIMOHHON CUCTEME MOOIIBHBIX
TEXHUYECKUX CPEJICTB

+

VIIJI.16

'YTipaBiieHUE B3aMMOICCTBUEM C
MH(OPMALIMOHHBIMU CUCTEMAMH CTOPOHHUX
OpraHu3aryil (BHEIIHIE HHPOPMAITMOHHBIE
CHUCTEMBI)

V.17

ObecrieyeHre TOBEPEHHOM 3arpy3Ku CPEJCTB
BBIYHMCITUTEIILHON TEXHUKU

II1. Orpannuenne nporpamMmmuoii cpenbl (OI1C)

OIIC.1

'YripaBneHue 3amyckoM (0OpaIeHusIMH )
KOMIIOHEHTOB IPOTPaMMHOT0 00eCTIeYCHU S,
B TOM YHCJIC ONPEICIICHUE 3aITyCKaeMbIX
KOMIIOHCHTOB, HACTPOMKA MapaMeTpOB
3arycka KOMIIOHEHTOB, KOHTPOJIb 32
3aIyCKOM KOMIIOHEHTOB IPOTPaMMHOTO
oOecrieueHus

OIIC.2

'YpaBiieHue yCTaHOBKOM (MHCTAILISIINEH )
KOMITOHEHTOB TIPOTPaMMHOTO 00ecTeyeHus,
B TOM YHCJI€ OIIPEIETICHUE KOMIIOHEHTOB,
MOJIEKAIUX YCTAHOBKE, HACTPOIIKa
[apaMeTpOB YCTAHOBKH KOMIIOHEHTOB,
KOHTPOJIb 32 YCTAHOBKOW KOMIIOHEHTOB
MPOrPaMMHOTO 0OeCTIeYeHH S

OIIC.3

'YcTaHOBKa (MHCTAJUIALNSA) TOJIBKO

PA3PCIICHHOI'0 K NCITIOJIb3OBAHHWIO




[IPOrpaMMHOTO oOecrieueHus u (MJIn) ero
KOMIIOHEHTOB

OIIC.4

YnpaBieHue BpeMeHHBIMH (paiiizamMu, B TOM
HCIIE 3aIpET, pa3pelIeHue,
TIepeHaNpaBIICHNUE 3aIHCH, yIaJICHIEe
BPEMEHHBIX (paiiiIoB

IV. 3ammra mammHEBIX HOcuTenei nadopmarmn (3HN)

3HI.1

'Yyer MallIMHHBIX HOCUTENIEH HHPOpMauu

+

+

3HI.2

YnpaBieHne J0CTyIoM K MallliHHBIM
HOCHTEIISIM MH(OpMaIIH

+

+

3HU.3

KoHTpOosIb IEpeMeIeHNs MAIIMHHBIX
HOCHUTeNeH HHPOPMALIUH 3a ITPEIEIIb
KOHTPOJIMPYEMOU 30HBI

3HI.4

M ckmroueHre BO3MOKHOCTH
HECaHKITMOHUPOBAHHOTO O3HAKOMIICHHS C
cojiepaHrueM HH(pOpMaIuY, XpaHsiencs Ha
MAaITMHHBIX HOCUTENSX, U (MITH)
MCTIOb30BaHMS HOCHUTENEH HH(OPMAIHU B
MHBIX HH(POPMAIIMOHHBIX CHCTEMaX

SHI.S

KoHTposh HCIONB30BaHMs HHTEPPEICOB
BBOJIa (BbIBOA) MH(GOPMAIlMK HAa MAallTUHHbBIE
HOCUTENN MHPOpMAIIH

3HI.6

KonTposb BBOA (BBIBOIA) HH(POPMAIIUH HA
MaIIMHHBIC HOCUTEIHN HH(POPMAIHU

SHIL.7

KOoHTpOJTb MOAKITIOYCHUST MAIIMHHBIX
HOcUTeNel nHhOpMAaIH

SHIL.8

'YHuuTOXKEeHHE (CTUpaHue) nHPOpMAaIK Ha
MAIIMHHBIX HOCHTEJISX MPH UX Iepeaue
MEXTy TI0JIb30BATEISIMH, B CTOPOHHHUE
OpraHu3aIluy Ul PEMOHTA WU YTHIIH3AIHH,
a TaK)Ke KOHTPOJIb YHUUTOXKEHUS (CTHPAHISI)

V. Peructparus coobituii 6e3onacHoctu (PCB)

PCb.1

OrnpeneneHue coObITHI 0€30MMacCHOCTH,
[10IJICKAIUX PETUCTPALIMH, K CPOKOB HX
XpaHCHHS

+

PCb.2

OnpeneneHre cocTaBa U CoJIep>KaHus
nH(OpMaIK 0 COOBITHAX O€301TaCHOCTH,
10 UIeKAIUX PErHCTPALUN

PCb.3

COop, 3anmuck 1 XpaHeHue nHpopMaIuu o
COOBITHSIX O€30MaCHOCTH B TEUECHUE
yCTAaHOBJIEHHOTO BPEMEHU XPaHEHUS

PCb.4

PearupoBanue Ha cOOU MTPU PErUCTPALINH
COOBITHIT OE30ITACHOCTH, B TOM YHCJIC
anmnapaTHbIe U TPOrPaMMHBIE OIIUOKH, COOU
B MexaHH3Max cOopa MH(popMauu u
OCTIIKEHHE TpeieTia I TIePeroIHeHUs
00BeMa (EMKOCTH) MMaMATH

+

PCb.5

MOHUTOPHHT (IIPOCMOTP, aHAJIN3)




[PE3YIILTATOB PETUCTPAIIUU COOBITUI
0€301TaCHOCTH U pearnpoBaHue HA HUX

PCB.6 ['eHeprpoBaHe BpPEMEHHBIX METOK U (Un) [+ + +
CHHXPOHH3AIHSI CACTEMHOTO BPEMEHHU B
MH(OPMALIMOHHONW CUCTEME

PCb.7 BamyTa HHPOPMALIUU O COOBITHSIX + + +
0€301aCHOCTH
PCb.8 ObecrieyeHre BO3MOXKHOCTU IIPOCMOTpa U

aHaJIM3a HHPOPMAIHH O IEHCTBUAX
OTIEJIBbHBIX MOJIb30BATEIICH B
HG}OpPMaIIMOHHON CUCTEME

VI. AatuBupycHas 3amuta (AB3)

AB3.1 Peann3anus aHTUBUPYCHOW 3aIUTHI + + +
AB3.2 O6HOBNIEHNE 0a3bl JAHHBIX TPU3HAKOB + + +

BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM

(BUpYCOB)

VII. O6napyxenue Bropxenuii (COB)
COB.1 O6HapyXeHHE BTOPKEHHM + +
COB.2 O6HOBIIeHNE 0a3bl PEHIaOIINX MPABUI + +
VIII. KoaTpons (ananu3) 3amunieHHocty nadopmarmu (AH3)

AH3.1 BrisiBiieHEe, aHAIU3 YI3BUMOCTEN + + +

MH(OPMALIMOHHON CUCTEMBI U ONIEPATUBHOE
yCTpaHEHHE BHOBb BBISBICHHBIX
YSI3BUMOCTEN

AH3.2 KoHTpOIh YCTAaHOBKH OOHOBJICHU + + +
[IPOrPaMMHOTO OOecTieueHus!, BKIIoYast
0OHOBJICHHE MTPOTPAMMHOTO 00€CTICUCHUS
CPEJCTB 3alUThl HH(GOPMaLUU

AH3.3 KoHTpos1h paboTOCIIOCOOHOCTH, MApaMeTPOB [+ + +
HACTPOMKHU U MPABUILHOCTH

(b yHKIIHOHUPOBAHUS IPOTPAMMHOTO
0OecreueHns U CPEJICTB 3aIUThI
uHbOopMauu

AH3.4 KoHTpoJIb cCOCTaBa TEXHUYECKUX CPENCTB, [+ + +
[IPOrPaMMHOTO 00ECTIEYeHHS U CPE/ICTB
BamuThl HHpOpMaUU

AH3.5 KoHTposb paBuil reHEpALMY U CMEHBI + + +
apoJiel MoJIb30BaTeNeH, 3aBE/ICHUS U
YAQJICHHs] YYETHBIX 3alKMCEH MO0JIb30BaTENEeH,
[peaIn3aluy NPaBUIl pa3rpaHUYCHUs
ITOCTYIIOM, ITIOJTHOMOYMH T0JIb30BATENIEN B
MH(GOPMAIMOHHON CHCTeMe

IX. Obecneuenne 11eI0CTHOCTH HHPOPMALMOHHON cucteMbl ¥ nHGopmanuu (OLJI)

OLJI.1 KOHTpOJIb 1IETOCTHOCTH TPOrPAMMHOI0 + +
oOecreueHus, BKI04Yasi IporpaMMHOE
o0OecrieyeHne CpeACTB 3aMThI HH(OpMaIU

OILJIL.2 KOoHTpOJIb 11ET0CTHOCTH UH(OPMAIIHH,
coJiepkaiieiics B 6a3ax JaHHBIX




H(GOPMAIIMOHHON CHCTEMBI

OIJL.3 OOecrieueHre BO3MOKHOCTH BOCCTAHOBJICHUS(+ +
[IPOrPAMMHOTO OOECTICUeHUsI, BKITIOYast
[IPOrpaMMHOE 00eCTIeUeHUE CPEACTB 3aIIUTHI
WH(OpPMALIH, TP BOZHUKHOBEHUHT
HCIITATHBIX CI/ITyaIII/Iﬁ

OLJL.4 OOHapyXeHue U pearupoBaHue Ha +
MOCTYIUICHNE B MH()OPMAITHOHHYIO CHCTEMY
He3apalIiBaeMbIX 3JIEKTPOHHBIX
co00IIeHNH (THceM, JOKYMEHTOB) U UHOI
MHGOpPMAIIMY, HE OTHOCSIIIXCS K

(b yHKIIMOHUPOBAHUIO HHPOPMAITMOHHON
CHCTEMBbI (3alIMTa OT criama)

OLJLS KoHTposab coaep:xanust nHGpopManuu,
repegaBaeMoi U3 HHPOPMAITMOHHOM
cUCTeMbI (KOHTEHHEPHbIN, OCHOBaHHbIN Ha
CBOMCTBaX 00BEKTa AOCTYIA, 1 KOHTEHTHBIMH,
OCHOBAHHBIN HA IMOMCKE 3aIPEIICHHON K
repenavye nHGOpMAaIMK ¢ UCTIOJIb30BaHUEM
CUTHATYyp, MacOK 1 UHBIX METOJIOB), U
MCKITIOYEHHE HEeITPaBOMEPHOM repenadu
nHbopManuy U3 HHGOPMAIIMOHHON CHCTEMBbI

OLJIL.6 OrpaHuyeHue npaB MOJIb30BaTEIEH 110 BBOIY
rH(pOpMauu B UHPOPMAITMOHHYIO CUCTEMY
OLJL.7 KOHTpOJIb TOUHOCTH, TTOJTHOTHI U

MPABHILHOCTH JTAHHBIX, BBOJMMBIX B
MH(POPMAITMOHHYIO CUCTEMY

OIJL.8 KoHTpOJIh OIITMOOYHBIX ACHCTBUI
M0JIb30BaTENICH 10 BBOY U (WJIN) TIepeaade
nH(OpMaIUK 1 IPEAYIPEKICHNE
[10JIb30BaTeIeH 00 OMIMOOYHBIX TEHCTBUAX

X. O6ecnieyenue gocrynHoctr uHpopmanmu (OJT)

OAT.1 M crnosib30BaHNE OTKA30yCTOMYMBBIX
TEXHUYECKUX CPEJICTB
OAT.2 PezepBHpOBaHNE TEXHUYECKUX CPEICTB,

[POTPAMMHOTO 00ECIICUCHHS, KAHAIOB
nepeaayn nHGOPMAIH, CPEICTB
obOecrieueHrs (PyHKIIMOHUPOBAHUS
MH(OOPMAIIMOHHON CHCTEMBI

OT.3 KoHTpomab 6e30Tka3HOT0 QYHKIIMOHUPOBAHUS] +
TEeXHUYECKUX CPECTB, OOHAPYKEHHUE U
IMoKanu3aIus 0TKa30B (PyHKIIMOHUPOBAHUS,
[IPUHSATHE MEP IO BOCCTAHOBJIEHUIO
OTKa3aBIIMX CPEACTB U UX TECTUPOBAHUE

ONT. 4 [leprioguueckoe pe3epBHOE KOMMPOBaHUE +
MH(pOpPMAalLUU Ha pe3epBHbIC MALLIUHHbIE
HocHUTeIM MH(OpMaIIK

OJT. 5 OO0ecIieueHre BO3MOXKHOCTH BOCCTAHOBJICHUS +




MH(OPMAILIUY C Pe3EPBHBIX MAIIMHHBIX
HOCUTeNeH nHpopMaIwu (Pe3epBHBIX KOIH)
B TEUCHHUE YCTAHOBJIICHHOI'O BPEMEHHOTO
MHTEpBaja

O/T.6

Knacrepusanus nHPOPMALMOHHON CUCTEMBI
1 (1JI1) €€ CErMEHTOB

OJT.7

KOHTpOJIb COCTOSIHMS U KauecTBa
[IPEIOCTABJICHUS YIIOJIHOMOUYEHHBIM JIMLIOM
BBIUHCIUTENIBHBIX PECYPCOB (MOLIHOCTEH), B
[TOM YHCJIIE 10 Tepeiadye HHPOpMauu

XI. 3amura cpeasl Buptyanuzaiuu (3CB)

3CB.1

N nentuduxanus 1 ayreHTuuKanms
CyOBEKTOB JIOCTYIa U 0OBEKTOB JOCTYyTA B
BUPTYalIbHOU HH(PACTPYKTYpPE, B TOM UHCIE
aJIMUHHUCTPATOPOB YIPABJICHUS CPEACTBAMHU
BUpTyanu3aIuu

+

3CB.2

'YrpaBneHne 10CTynoM CyOBEKTOB IOCTYIA K
00BEKTaM JI0CTyIa B BUPTYaIbHOU
MHPPACTPYKTYpPE, B TOM YHCIIEC BHYTPH
BUPTYaJIHHBIX MAIIWH

+

3CB.3

Peructparus coObITHI 0€30TTACHOCTH B
BUPTYaIbHOU HH(PACTPYKTYpe

3CB.4

Yrpasnenue (GhuabTparys, MapupyTu3aius,
KOHTPOJIb COSTMHEHMSI, OTHOHATIPABJICHHAS
repeaada) mMoToKaMu HHPOPMaIUUA MEXK Ty
KOMIIOHEHTAMHU BUPTYaIbHOMN
MHQPPACTPYKTYPHI, a TAKXKE MO IEPUMETPY
BUPTYaTbHOU HHOPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka cepBepoB
BUPTYaJIU3alMH, BUPTYaIbHOW MalIHbBI
(KoHTElHEepa), CEpBEPOB yIIpaBICHUS
BUpTYyaau3aluen

3CB.6

YrpaBiieHue nepemMenieHueM BUPTYaTbHbBIX
MaIluH (KOHTEHHEPOB) U 00pabaThIBaEMBbIX
Ha HUX JJAHHBIX

3CB.7

KOHTpOJIb 1IeTOCTHOCTH BUPTYaIbHOM
MHGPACTPYKTYPHI U ee KOH(pUryparmii

3CB.8

PezepBHOE KONMMPOBAaHUE JITAHHBIX,
[pe3epBUPOBAHNE TEXHUYECKUX CPEJICTB,
[POrpaMMHOT0 00ecrieuyeHHsI BUPTYaJIbHOU
MH(QPACTPYKTYPHI, & TAKIKE KAaHAJIOB CBA3H
BHYTPU BUPTYaJIbHOW HHPPACTPYKTYPHI

3CB.9

Peanu3anus U yrpaBiieHUEe aHTUBUPYCHOM
3alIUTON B BUPTYaJIbHOW HHPPACTPYKTYpe

3CB.10

PazOuenne BUpTyanbHON HHPPACTPYKTYphI
Ha CErMEHTHI (CErMEHTHPOBaHHE
BUPTYaJIbHOU HHPPACTPYKTYPHI) IS

00paboTKK MHGOPMAITUH OTACIBLHBIM




[10J1b30BaTeNEM U (WIIH) TPYIION
[10J1b30BaTEIEH

XII. 3amura Texunueckux cpeacts (3TC)

3TC.1

BamuTa nHpOopManmu, oopadaTeiBacMOn
TEXHUYECKUMU CPEIICTBAMH, OT €€ YTCUKH I10
TEXHUYECKUM KaHaJlaM

3TC.2

Opranuzaiys KOHTPOJIMPYEMOM 30HbI, B
npezenax KOTOPOi MOCTOSTHHO pa3MeIIatoTCst
CTAllMOHAPHBIC TCXHUYCCKUEC CPCACTBA,
oOpabaTeIBaromrie HHOOPMAIIHIO, U CPEICTBA
BamuThl HH)OPMAINH, a TAKXKE CPEICTBA
oOecnieueHrs (PyHKIIMOHUPOBAHUS

3TC.3

KoHTposb 1 ynpaBieHre GU3NIECKUM
ITOCTYIIOM K TEXHUYECKUM CPEJICTBaM,
CpeICTBaM 3alUThl HHPOPMAIIH, CPEICTBAM
oOecrieueHNs (PyHKIIMOHUPOBAHUS, a TAKKE B
MMOMEILIEHUS U COOPYKEHUS, B KOTOPBIX OHU
[yCTaHOBJIEHBI, UCKITIOYAOIIHE
HEeCaHKIMOHUPOBAHHBINA (PU3UUYECKUIN JOCTYI
K cpencTBaM 00paboTKH MH(pOpMaLKH,
CpeICTBaM 3allUThl HHPOPMALIUHU U
cpencTBam obecreueHus

(b yHKIIMOHUPOBAHUS UHPOPMAITMOHHOM
CHCTEMBI U TIOMEIIIEHHUS U COOPYKCHHSI, B
KOTOPBIX OHH YCTAHOBJICHBI

3TC.4

Pazmenienre ycTpoCcTB BbIBOIA
(oToOpakeHnust) UHGOpMaIUH,
MCKITIOYAloIllee €€ HECAaHKITMOHUPOBAaHHBIN
POCMOTP

3TC.5

3aruTa OT BHEIIHUX BO3ACHCTBUA
(BO3IIEHCTBHI OKPYKAIOIICH CPEIbI,
HECTaOMIBLHOCTHU 3JIEKTPOCHA0KEHHUS,
KOHIUIIMOHUPOBAHUS U MHBIX BHELITHUX
(hakTOpOB)

XIII. 3amnuTa nHGOPMAIIMOHHON CUCTEMBI, €€ CPEACTB, CUCT

€M CBsI3M | niepenadn ganHbIx (31 C)

SUC.1

Pa3nenenue B MHGOPMAIMOHHON CHCTEME
(YHKIMI TIO YIIPaBIICHHUIO
(aAMUHUCTPUPOBAHUIO ) HHPOPMAITMOHHO M
CHCTEMOM, yIPaBICHHIO
(aIMMHUCTPUPOBAHHIO) CHCTEMOM 3aIIUTHI
nHpopManuy, pyHKuui o o0paboTke
MH(GOpMAaLUU U UHBIX QyHKIMH
MH(POPMAIIMOHHOM CUCTEMBI

+ +

31C.2

Hpe,Z[OTBpaH_[eHI/Ie 3aACPIKKHU NN
IMPCPBbIBAHUS BBIITIOJIHCHUA ITPOLIECCOB C
BBICOKUM IMTPUOPUTETOM CO CTOPOHBI
IIPOICCCOB C HU3KHUM MTPHOPHUTCTOM

31C.3

ObecnieueHne 3auUThl HHQOPMAIMK OT




[PACKPBITHS, MOTU(DUKALINN U HABS3BIBAHUS
(BBOJIA JIOXKHOU MH(OPMALIUH) TIPU €€
repenayde (MOArOTOBKE K Mepeiaye) 1mo
KaHaaM CBSI3M, MIMEIOIINM BBIXO/T 32
Mpeaesl KOHTPOJIUPYEMO 30HbI, B TOM
uucie 0eCIpoOBOAHBIM KaHAJIaM CBSI3H

31C.4

O0ecnieueHre T0BEPEHHBIX KaHaa,
MapIIpyTa MEXKIY aIMUHICTPATOPOM,
M0JIb30BATEJIEM U CPEICTBAMH 3aIUTHI
nHpopManuu (QyHKIHAMU OE€30TIaCHOCTH
CPEJCTB 3alUThl THHOPMAIIH)

3UC.5

3anpeT HeCAaHKIIMOHUPOBAHHOM y1aJeHHOW [+
AKTUBALIUK BUJEOKamMep, MUKPO(POHOB U
MHBIX EpU(PEPUIHBIX YCTPONCTB, KOTOPbIE
MOT'YT aKTUBHUPOBATHCS YAIEHHO, U
OIIOBEILEHUE M0JIb30BaTENeH 00 aKTUBALIUU
[TAKUX YCTPOMCTB

3U1C.6

[lepenaya 1 KOHTPOJIb IETOCTHOCTH
aTprOyTOB O€30macHOCTH (METOK
0€30MaCHOCTH ), CBSI3AHHBIX C HHPOpMAIUEH,
pu oOMeHe nHpopmanuen ¢ THBIMU
MHGOPMAIIMOHHBIMH CUCTEMaMHU

SUC.7

KOHTpOJIb CAHKIIMOHUPOBAHHOTO U
MCKITIOYEHHE HECAaHKIIMOHUPOBAHHOTO
MCII0JIb30BaHUS TEXHOJIOT Ul MOOMIIBHOTO
KOJ1a, B TOM YHCJI€ perucTpamus coobITHA,
CBSI3aHHBIX C MCIOJb30BAHUEM TEXHOJIOTUIN
MOOHIIBHOTO KOJ1a, MX aHaJIu3 U
[pearupoBaHue Ha HapYyILLIEHUs, CBSA3aHHBIE C
MICII0JIb30BAHUEM TEXHOJIOTUI MOOUIIBHOTO
KOJa

S1C.8

KOHTpOJ'IB CaAHKIIMOHUPOBAHHOI'O U
MCKITIOYCHUEC HCCAHKITMOHUPOBAHHOI'O
HCITOJIb30BAaHUS TEXHOIOTHI nepeaadymn peum,
B TOM YMUCJIC PCruUcTpalus CO6BITHI>'I,
CBSI3aHHBIX C UCITOJIb30BAHUEM TEXHOJIOT UM
[epcaadn p€uu, uxX aHaJliu3 U pCaruipoBaHUC
Ha HAPYUICHUA, CBA3aHHBIC C
HCITOJIb30BAHUEM TEXHOJIOT Ui nepcaadun peuun

31C.9

KOHTpOJIb CAHKIITMOHUPOBAHHOU U
MCKJTIOYEHHUE HECAaHKIIMOHHUPOBAHHOU
nepenady BUICOMH(POPMAINH, B TOM YHUCIIE
[perucTparus COObITUH, CBI3aHHBIX C
nepenadeil BUACOMHPOPMAIINU, UX aHAIHU3 U
[pearupoBaHUE Ha HAPYILIEHHUS, CBI3aHHbBIE C
nepenadel BUICOMHPOpMAIUH

SH1C.10

HO,Z[TBep)I(I[eHI/IC MPOUCXOKACHUA UCTOUHUKA

H(bOpMaIMy, oJTy4yaeMoi B Ipoliecce




OIIPCACIICHHA CCTCBBIX aIPpCCOB MO CCTCBBIM
MMCHAM MJIU OIMPCACIICHUA CCTCBBIX UMCH I10
CCTCBLIM a/IpC€CaM

SUC.11

O0ecriedeHre MONIMHHOCTH CETEBBIX
COeIMHEHUH (CeaHCOB B3aUMO/ICICTBUS), B
TOM YHMCJI€ JUIS 3aLUThI OT ITOJIMEHBI CETEBBIX
[YCTPOMCTB U CEPBHUCOB

31C.12

cxiroueHre BO3MOKHOCTH OTPUIIAHHS
MoJib30BaTeseM (hakTa OTHPABKU
MH(OPMALIUU IPYTOMY TOJIH30BATEIIO

31C.13

VcximroueHre BO3MOKHOCTH OTPHIIAHHS
oJib30BaTeseM (paxTa MoTy4eHus
MHGOpPMAIMY OT APYTOTO TOIH30BATEIS

31C.14

cnionp30BaHNE YCTPOMCTB TEPMUHAIBHOTO
noctyna s 00paboTku HHpopMaluu

3UC.15

3aiuTa apXuBHBIX (QailyioB, MapamMeTpoB
HACTPONKH CPEJICTB 3aLIUThl HHPOPMAIIUH U
[IPOrpaMMHOTO OOeCTieueHusI U MHBIX
ITAaHHBIX, HE MOJIJIEKALINX U3MEHEHHUIO B
rporiecce 00paboTKu HHGOPMAITIHI

31C.16

Brissienue, ananus u OJOKUPOBaHHUE B
MH(OPMAIIMOHHON CUCTEME CKPBITBIX
KaHAJIOB Tepeaayr HHGOPMAIH B 00XO0/T
[pEaTM30BaHHBIX Mep 3aIIUTHl HHPOPMAITUU
VJTH BHYTPU Pa3pEIICHHBIX CETEBBIX
[TPOTOKOJIOB

SUC.17

Pa3ouenue nHGOpMaITMOHHOW CHCTEMBI Ha
CErMEHTHI (CErMEHTHPOBAHUE
MH()OPMAITMOHHOM CHCTEMBI) M 00ecTieYeHUE
BalUTHI IEPUMETPOB CETMEHTOB
MH(OOPMAIIMOHHON CHCTEMBI

3U1C.18

ObecrieyeHre 3arpy3Ku U UCTIOTHEHUS
[IPOrPaMMHOTO 00ECTIEYeHHS C MAITUHHBIX
HOcHTeNell MHPOpMAaIUU, JOCTYIMHBIX TOJIBKO
TUIS YTEHHS], U KOHTPOJIb LIETIOCTHOCTH
TAHHOTO MPOTPAMMHOTO 0OecreueHus

31C.19

M30ms1ust Ipo1ieccoB (BBIMOTHEHNE
porpaMM) B BBIJICJICHHOM 00JIaCTH MaMsITH

31C.20

3amuTa OECIPOBOIHBIX COCTUHEHUH,
MPUMEHSIEMBIX B HH()OPMAIIMOHHON CUCTEME

SH1C.21

VckimoueHne JocTyna Mnojab30BaTells K
MH(pOpMalMY, BOZHUKIIEH B pe3yibpTare
NEVCTBUI NPEABIAYILErO MOJIB30BATENS YEPE3
[PEECTPBI, ONIEPATUBHYIO MAMSITh, BHEIIIHUE
3alTIOMHMHAIOLINE YCTPOICTBA U HbIE 00IIMe
IUIS T10JIb30BaTeIeN peCypChl
H(GOPMAIIMOHHOM CHCTEMBI

31C.22

3anTa HHQOPMAITMOHHON CUCTEMBI OT YIpo3




0e3omacHOCTH HH(pOPMALINH, HATIPABICHHBIX
Ha O0TKa3 B 00CITY>)KMBaHUU UH()OPMAIIHOHHOMH]
CUCTCMbI

31C.23

BamuTa nepumeTpa (hu3ndecKux u (Uim)
ITOrMYEeCKUX I'paHull) HHPOPMAIIMOHHOM
CHCTEMBI IIPU €€ B3aNMOACHCTBIH C HHBIMH
MH(GOPMAMOHHBIMHA CUCTEMaMH U
MH(OPMAMOHHO-TEIIEKOMMYHUKAITHOHHBIMY|
CeTMU

31C.24

[IpexpallieHue ceTeBbIX COEAMHEHUMN IO UX
3aBEpLICHUH UJTU 110 UCTEUEHUH 33JaHHOTO
0TIEpaTOPOM BPEMEHHOTO UHTEpBaJla
HEAKTUBHOCTH CETEBOTO COETMHEHUS

31C.25

M cnonb3oBanue B MHGOPMAIIMOHHON
CHCTEME MJIM €€ CerMEHTaX Pa3IMYHbIX THIIOB
00IIECUCTEMHOT0, MPUKIIAIHOTO U
CIEIIMATBHOTO MMPOTPAMMHOTO 00eCTIeUeHUs
(co3maHue reTeporeHHoON Cpe/ibl)

31C.26

crionp30BaHNe MPUKIIATHOTO U
CIEIHAIbHOTO MPOTPaMMHOI0 00ecreYeHus,
MMEIOIUX BO3MOXHOCTh
(hYHKIITMOHMPOBAHUS B CPEIax pa3IUUHbIX
OIEepallMOHHbIX CHCTEM

31UC.27

Coznanue (SMYJIALHS) JIOKHBIX
MHGOPMAIIMOHHBIX CHCTEM HITH UX
KOMIIOHEHTOB, TIPETHA3HAYCHHBIX IS
0OHApYXEHHSI, PETUCTPAIIMH U aHAIH3a
MEeMCTBUI HapyIIUTENEH B POLIECCE
[peam3aiiu yrpo3 0e301macHOCTH
uHbOopMauu

31C.28

Bocnpou3BeneHue JTOKHBIX U (UITH) CKPBITHE
VCTUHHBIX OT/ICITBHBIX HHPOPMAITMOHHBIX
TEeXHOJIOTUH U (HJIN)
CTPYKTYPHO-(DYHKIIHOHAITBHBIX
XapaKTePUCTUK UH(HOPMAIIMOHHON CHCTEMBI
VI €€ CErMEHTOB, 00CCIICYHBAIOIIEE
HaBS3bIBAHUE HAPYIIUTEIIO JIOKHOTO
NpeCTaBICHUs 00 HCTUHHBIX
MH()OPMAITMOHHBIX TEXHOJOTHAX U (MITH)
CTPYKTYPHO-()YHKIIHOHAIBHBIX
XapaKTePUCTUKAX HH(DOPMAITMOHHON
CHUCTEMBI

31C.29

[TepeBo HH(MOPMAITMOHHON CHCTEMBI HITH €€
[YCTPOICTB (KOMIIOHEHTOB) B 3apaHee
OTIpeIeIEHHYI0 KOH(PUTYpaIHIo,
00ecreunBaroNIyIo 3aluTy HHPOpMaInH, B
Cllydae BOSHMKHOBEHHUHU OTKa30B (cOOEB) B

CHCTCMC 3allIMThI I/IH(I)OpMaI_II/II/I




H(GOPMAIIMOHHON CHCTEMBI

311C.30 3anrTa MOOMIIBHBIX TEXHUYECKUX CPENCTB, |+
MpUMEHsEMBIX B MH(POPMAIIMOHHOM CUCTEME

+

+

"+" - mepa 3amuUThl HHGOPMALIMU BKIIIOYEHA B 0A30BbIi HAOOP Mep Ul COOTBETCTBYIOIIETO Kilacca

3alIUIIEHHOCTH WH(OPMAIIMOHHON CHCTEMBI.

Mepst 3amutel uHGOpMAaNMKM, HE 00O3HAYEHHBIE 3HAKOM "+, MPUMEHSAIOTCS TPH aJanTaluu

0a3oBoro Habopa Mep W YTOYHEHUHW aJalTHPOBAHHOTO 0a30BOro Habopa Mep, a TakkKe Npu
b

pa3paboTKe KOMIICHCUPYIONIMX Mep 3aluThl WHGOpManud B WHPOPMAIMOHHON CHCTEME

COOTBCTCTBYIOIICTO KJIaCCa 3alllMIICHHOCTH.




